
Intelligence Report on Ransomware Gangs on the Darkweb

https://twitter.com/darktracer_int
support@darktracer.com

List of victim organizations(2,203) attacked by 
Ransomware gangs(34) released on the DarkWeb

No Victim Ransomware Gang Date

1 BMK Team Snatch 2019-05-01
2 CityComp Team Snatch 2019-05-01
3 KCSA Team Snatch 2019-05-01
4 Myatt Blume & Olson Team Snatch 2019-05-01
5 Tecnicas Hidraulicas Team Snatch 2019-05-01
6 Perceptics Team Snatch 2019-05-17
7 City Of Pensacola MAZE 2019-12-07
8 Saxbst & Bstco ( all passwords ) MAZE 2019-12-07
9 Busch's Inc. MAZE 2019-12-09

10 Southwire (US, GA) MAZE 2019-12-13
11 Comwave MAZE 2019-12-30
12 Einhell Germany AG MAZE 2019-12-30
13 Cutrale (oranges) MAZE 2020-01-06
14 Gestoria Auto Gestion Conti 2020-01-09
15 Christies Beach Medical Centre NetWalker 2020-01-11
16 Fairfax University of America Pysa 2020-01-11
17 Bridgwater & Taunton College Pysa 2020-01-12
18 Massey Services, Inc. MAZE 2020-01-23
19 Medical Diagnostic Laboratories, L.L.C. MAZE 2020-01-23
20 speedcast and gsi NetWalker 2020-01-27
21 Lakeland Community College MAZE 2020-01-28
22 Lawyers network MAZE 2020-02-02
23 Bouygues Construction MAZE 2020-02-05
24 Woods And Woods MAZE 2020-02-07
25 Baker Wotring LLP MAZE 2020-02-11
26 peregrine-inc.com NetWalker 2020-02-14
27 TechnoOrbits MAZE 2020-02-14
28 Sekure Merchants DoppelPaymer 2020-02-21
29 Bidvest Panalpina Logistics DoppelPaymer 2020-02-23
30 BRETAGNE TELECOM DoppelPaymer 2020-02-23
31 CU Collections MAZE 2020-02-23
32 PEMEX DoppelPaymer 2020-02-24
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33 Furniture Row & Visser Precision DoppelPaymer 2020-02-26
34 Valley Forge Fabrics, Inc. DoppelPaymer 2020-02-26
35 Community Development Bank DoppelPaymer 2020-02-27
36 LTI Power Systems MAZE 2020-02-28
37 NorthSideUSA NEMTY 2020-03-03
38 Betus MAZE 2020-03-05
39 NATIONAL AQUACULTURE GROUP (NAQUA) DoppelPaymer 2020-03-08
40 BookIt Operating LLC MAZE 2020-03-12
41 Empire Communities Corp. DoppelPaymer 2020-03-14
42 HMR Ltd - Hammersmith Medicines Research MAZE 2020-03-14
43 Hot Line Freight Systems DoppelPaymer 2020-03-15
44 Electricaribe MAZE 2020-03-16
45 Henning Harders Pty Ltd MAZE 2020-03-19
46 Aban Offshore Nefilim 2020-03-20
47 Cosan Nefilim 2020-03-20
48 DMC MAZE 2020-03-20
49 Prince Eduard Island MAZE 2020-03-20
50 Grupo Damm Sekhmet 2020-03-23
51 Kimchuk Inc. DoppelPaymer 2020-03-25
52 Chubb MAZE 2020-03-26
53 W.L. Contractors, Inc MAZE 2020-03-30
54 Affordacare Urgent Care Clinic MAZE 2020-04-01
55 Liberty Linehaul Pysa 2020-04-03
56 Sacschool Pysa 2020-04-03
57 C & K Market, Inc. MAZE 2020-04-04
58 Commercial Development Company, Inc. DoppelPaymer 2020-04-04
59 Van Boxtel RV DoppelPaymer 2020-04-04
60 Berkine MAZE 2020-04-05
61 Go West Tours DoppelPaymer 2020-04-06
62 LIWA NATIONAL ENGINEERING DoppelPaymer 2020-04-09
63 Centroinc MAZE 2020-04-11
64 LTD Broadband LLC MAZE 2020-04-13

https://twitter.com/darktracer_int
mailto:support@darktracer.com


Intelligence Report on Ransomware Gangs on the Darkweb

https://twitter.com/darktracer_int
support@darktracer.com

List of victim organizations(2,203) attacked by 
Ransomware gangs(34) released on the DarkWeb

No Victim Ransomware Gang Date

65 WRS Environmental Services INC MAZE 2020-04-15
66 OHI Electronics MAZE 2020-04-16
67 AFPA DoppelPaymer 2020-04-17
68 Boom Construction Company DoppelPaymer 2020-04-18
69 CLLB Rechtsanwälte MAZE 2020-04-18
70 Banka Ekonomike DoppelPaymer 2020-04-19
71 Container Marketing, Inc DoppelPaymer 2020-04-19
72 City of Torrance, CA DoppelPaymer 2020-04-21
73 Readerlink Distribution Services, LLC MAZE 2020-04-21
74 Universal Window & Door, LLC. MAZE 2020-04-21
75 D'Asign Source DoppelPaymer 2020-04-22
76 Arteris SA Nefilim 2020-04-23
77 aVINC MAZE 2020-04-23
78 Chris-Marine DoppelPaymer 2020-04-23
79 Faic Pysa 2020-04-23
80 PeroxyChem MAZE 2020-04-24
81 Kent County Trading Ltd DoppelPaymer 2020-04-27
82 MAS Holdings Nefilim 2020-04-27
83 W&T Offshore Nefilim 2020-04-27
84 Tom Berkowitz Trucking, Inc. MAZE 2020-04-30
85 Ansen Corporation MAZE 2020-05-01
86 Banco BCR MAZE 2020-05-01
87 Caldwell Toyota MAZE 2020-05-01
88 Cincinnati Red Dog Pet Resort & Spa MAZE 2020-05-01
89 CSA Group MAZE 2020-05-01
90 Diamond Box Pysa 2020-05-01
91 Faxon Machining, Inc. MAZE 2020-05-01
92 FERSPED Inc. MAZE 2020-05-01
93 GCL System Integration Technology Co., Ltd. MAZE 2020-05-01
94 Hodell-Natco Industries, Inc. MAZE 2020-05-01
95 John Christner Trucking MAZE 2020-05-01
96 Mead O'Brien, Inc. MAZE 2020-05-01
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97 Omnix International MAZE 2020-05-01
98 OWL Underwriting MAZE 2020-05-01
99 Shoup Manufacturing Co. Inc. MAZE 2020-05-01

100 United Enertech MAZE 2020-05-01
101 Allard Pysa 2020-05-05
102 Kristin Tarbet, Plastic Surgeon MAZE 2020-05-05
103 ICM - International Commerce & Marketing Corp DoppelPaymer 2020-05-06
104 Phipps Dickson Integria (PDI) Inc DoppelPaymer 2020-05-07
105 Roger Martin DoppelPaymer 2020-05-07
106 Sparboe companies MAZE 2020-05-07
107 Fincamex Pysa 2020-05-08
108 Locar Sekhmet 2020-05-08
109 Matthews Pysa 2020-05-09
110 South Western Wire MAZE 2020-05-09
111 KollerCraft MAZE 2020-05-10
112 Moseley Construction Group, Inc. MAZE 2020-05-10
113 ASU Inc. - ASU-NVG.COM AKO 2020-05-13
114 BarbizonCapital - https://www.barbizoncapital.com NetWalker 2020-05-13
115 Clark Partington AKO 2020-05-13
116 GILMER - Independent School District AKO 2020-05-13
117 Grubman Shire Meiselas & Sacks Sodinokibi (REvil) 2020-05-13
118 JAMESTAN - Engineering LTD AKO 2020-05-13
119 North Shore Pain Management AKO 2020-05-13
120 The Pharmacy Westview AKO 2020-05-13
121 Clopay Ames True Temper Holding Corp. DoppelPaymer 2020-05-14
122 MYR Group INC AKO 2020-05-14
123 Andrew Cross & Co. MAZE 2020-05-15
124 Antonio Citterio Architetto MAZE 2020-05-16
125 Famisanar Pysa 2020-05-17
126 Oliviers Pysa 2020-05-17
127 Poliview Pysa 2020-05-17
128 Aliansce Sonae Nefilim 2020-05-20
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129 Optimara MAZE 2020-05-20
130 TOLL GROUP Nefilim 2020-05-20
131 Stadler Rail Nefilim 2020-05-29
132 Digital Management, LLC [NASA Contracts] DoppelPaymer 2020-05-31
133 Kerr Controls Limited MAZE 2020-05-31
134 Siegel Egg Co, Inc. DoppelPaymer 2020-05-31
135 Wolverine Freight System / Ontario Limited DoppelPaymer 2020-05-31
136 Bossini Enterprises Limited MAZE 2020-06-01
137 Excis Ltd Sekhmet 2020-06-02
138 Saludladera Pysa 2020-06-02
139 Smith Group MAZE 2020-06-02
140 Critical Control Energy Services MAZE 2020-06-03
141 Conduent, Inc. & Unamic MAZE 2020-06-04
142 Westech International, Inc. MAZE 2020-06-04
143 ST Engineering MAZE 2020-06-05
144 Seats Inc. MAZE 2020-06-08
145 Ahmed Almazrouei Group MAZE 2020-06-10
146 Collabera MAZE 2020-06-10
147 CPFL Energia MAZE 2020-06-10
148 Daily Thermetrics MAZE 2020-06-10
149 Domingos Martins MAZE 2020-06-10
150 Fisher & Paykel Nefilim 2020-06-10
151 Catania, Mahon & Rider, PLLC Ragnar_Locker 2020-06-11
152 Smoky Mountain Systems, Inc MAZE 2020-06-11
153 Threadstone Advisors, LLC MAZE 2020-06-11
154 Pjfitzpatrick Pysa 2020-06-12
155 Aebel Pysa 2020-06-15
156 CDPO Pysa 2020-06-15
157 Indoco Remedies Ltd Nefilim 2020-06-15
158 Orange S.A. Nefilim 2020-06-15
159 Simon Holdings Plc Nefilim 2020-06-15
160 MaxLinear Inc. MAZE 2020-06-17
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161 Bauhaus Furniture Group MAZE 2020-06-18
162 J.W. Smith Customs Broker Ltd. MAZE 2020-06-18
163 Midwest Fresh MAZE 2020-06-18
164 Birch Communications inc. Ragnar_Locker 2020-06-19
165 Mark's Plumbing Parts MAZE 2020-06-19
166 Provincial Electricity Authority MAZE 2020-06-19
167 Silpac Sekhmet 2020-06-20
168 Callaway Architecture, LLC DoppelPaymer 2020-06-22
169 Charleville Mézière DoppelPaymer 2020-06-22
170 EDP Group Ragnar_Locker 2020-06-22
171 Goodwill Industries of Kanawha Valley, Inc. DoppelPaymer 2020-06-22
172 GST Autoleather Company Ragnar_Locker 2020-06-22
173 LOGÉAL IMMOBILIÈRE DoppelPaymer 2020-06-22
174 M.J. BRUNNER, Inc. MAZE 2020-06-22
175 Omniga GmbH Ragnar_Locker 2020-06-22
176 SOLTEK PACIFIC Ragnar_Locker 2020-06-22
177 ST Engineering Ragnar_Locker 2020-06-22
178 USDAFMMA DoppelPaymer 2020-06-22
179 HAC Pysa 2020-06-23
180 Meridian Title Sekhmet 2020-06-23
181 Mitsubishi HiTec Paper Europe GmbH DoppelPaymer 2020-06-23
182 Columbus Metro Federal Credit Union MAZE 2020-06-24
183 Salini Costruttori S.p.A. MAZE 2020-06-24
184 WorldNet Telecommunications MAZE 2020-06-24
185 LG ELECTRONICS MAZE 2020-06-25
186 Ribasalvarez Pysa 2020-06-25
187 The Dussmann Group Nefilim 2020-06-27
188 Noorulislam Pysa 2020-06-28
189 Ostermeier FZE MAZE 2020-06-28
190 Atlas Machinery MAZE 2020-06-29
191 CBKLAW Sekhmet 2020-06-29
192 ClearOne MAZE 2020-06-29
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193 Condie Construction Company MAZE 2020-06-29
194 Curtze Food Service MAZE 2020-06-29
195 Dan's Shop Inc MAZE 2020-06-29
196 Deborah J Kent, CPA. MAZE 2020-06-29
197 Groupe Igrec, igrec.fr MAZE 2020-06-29
198 Groupe Tech Industries MAZE 2020-06-29
199 Grupo JdCocenzo MAZE 2020-06-29
200 Homestead Management Corporation MAZE 2020-06-29
201 Innovex MAZE 2020-06-29
202 Integrity MAZE 2020-06-29
203 Johnson Air Products MAZE 2020-06-29
204 L&F DISTRIBUTORS (LNF) MAZE 2020-06-29
205 Lipoid Kosmetik MAZE 2020-06-29
206 Meccanica Finnord MAZE 2020-06-29
207 Merit, IRR MAZE 2020-06-29
208 Merlin Equipment MAZE 2020-06-29
209 MIG MAZE 2020-06-29
210 Muñoz Engineering P.C. MAZE 2020-06-29
211 Nielsen Bainbridge Group LLC Headquarters MAZE 2020-06-29
212 North American Roofing MAZE 2020-06-29
213 P&R MAZE 2020-06-29
214 Prudential Overall Supply MAZE 2020-06-29
215 Ramtek (CA, USA) MAZE 2020-06-29
216 Reddi MAZE 2020-06-29
217 SALUMIFICIO FRATELLI BERETTA S.P.A. O MAZE 2020-06-29
218 Shanghai United Imaging Healthcare Co., Ltd MAZE 2020-06-29
219 Soutern Chemical MAZE 2020-06-29
220 Subarna MAZE 2020-06-29
221 Talon Logistics MAZE 2020-06-29
222 Townley Cosmetics INC MAZE 2020-06-29
223 Tpi Corp MAZE 2020-06-29
224 Virtual Guard MAZE 2020-06-29
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225 Wey House School MAZE 2020-06-29
226 Wix Way MAZE 2020-06-29
227 bridgevacuum - bridgevacuum.com NetWalker 2020-06-30
228 Innotech-Execaire Aviation Group MAZE 2020-06-30
229 Manson Construction Co. MAZE 2020-06-30
230 Xerox Corporation MAZE 2020-06-30
231 American Osteopathic Association MAZE 2020-07-01
232 Grupocif Pysa 2020-07-01
233 Cretsenbelledonne Pysa 2020-07-03
234 Bruns Building & Development AKO 2020-07-08
235 Hamilton-Brown AKO 2020-07-08
236 IBMC College DoppelPaymer 2020-07-08
237 ALFANAR - https://alfanar.com NetWalker 2020-07-11
238 Bailey&Galyen Attorney Ragnar_Locker 2020-07-13
239 Complite Cash DoppelPaymer 2020-07-13
240 Transport Express Minimax Inc DoppelPaymer 2020-07-13
241 Thomas Motors Inc / Advantagenissan DoppelPaymer 2020-07-14
242 Coaching Headset Systems DoppelPaymer 2020-07-15
243 Argus Management Company, LLC MAZE 2020-07-16
244 Atlanta Computer Group, Inc. MAZE 2020-07-16
245 BDL Capital Management MAZE 2020-07-16
246 Bennett Automotive Group MAZE 2020-07-16
247 Burton Lumber MAZE 2020-07-16
248 Factor One Source FAST Pharmacy MAZE 2020-07-16
249 MEDICAL MANAGEMENT, INC. MAZE 2020-07-16
250 National Highways Authority of India MAZE 2020-07-16
251 Phillips Law Firm, Inc. MAZE 2020-07-16
252 Ptarmigan Media MAZE 2020-07-16
253 Rand Worldwide - rand.com NetWalker 2020-07-16
254 Tatematsu Mold Works Co.,Ltd. MAZE 2020-07-16
255 The de Moya Group, Inc. MAZE 2020-07-16
256 Tri-Boro Construction Supplies MAZE 2020-07-16
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257 TSL Companies MAZE 2020-07-16
258 Unilac MAZE 2020-07-16
259 Universal Builders Supply NetWalker 2020-07-16
260 Voxx International MAZE 2020-07-16
261 X-FAB Silicon Foundries MAZE 2020-07-16
262 Office of Joe G. Tedder DoppelPaymer 2020-07-19
263 Lorien Health Services - www.lorienhealth.com NetWalker 2020-07-20
264 Amphastar Pharmaceuticals, Inc DoppelPaymer 2020-07-21
265 City of Knoxville TN DoppelPaymer 2020-07-21
266 Phillips collection Suncrypt 2020-08-01
267 Apollo Tyres Ltd NetWalker 2020-08-03
268 Bell Mechanical Services, LLC DoppelPaymer 2020-08-03
269 Groupe Lefebvre M.R.P. Pysa 2020-08-05
270 Bayley Construction MAZE 2020-08-06
271 COMHAR, INC MAZE 2020-08-06
272 Corporate Renaissance Group - https://www.crgroup.com NetWalker 2020-08-06
273 CYBERSOFT TECHNOLOGIES MAZE 2020-08-06
274 Egypt Yellow Pages Online MAZE 2020-08-06
275 Information Connectivity Solutions Limited MAZE 2020-08-06
276 Jacitara MAZE 2020-08-06
277 Karmsund Maritime Offshore Supply AS MAZE 2020-08-06
278 Lectra MAZE 2020-08-06
279 Lee & Associates, LLC MAZE 2020-08-06
280 Martin Appliance MAZE 2020-08-06
281 MI Metals Inc MAZE 2020-08-06
282 Movi SpA MAZE 2020-08-06
283 NAPA TRANSPORTATION INC MAZE 2020-08-06
284 Northern Wholesale MAZE 2020-08-06
285 Piedmont Orthopedics | OrthoAtlanta Pysa 2020-08-06
286 Q3 Academy Pysa 2020-08-06
287 Regis Aged Care Pty Ltd MAZE 2020-08-06
288 Scienter Technologies(pte) Ltd. MAZE 2020-08-06
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289 STRATA PLUS SYDNEY MAZE 2020-08-06
290 Thai Beverage Public Company Limited MAZE 2020-08-06
291 The Masonic Home of Florida Pysa 2020-08-06
292 The Old Spaghetti Factory (OSF) DoppelPaymer 2020-08-06
293 TransExpress Inc. MAZE 2020-08-06
294 U.S. Auto Parts Network, Inc. MAZE 2020-08-06
295 Ventura Orthopedics Inc. MAZE 2020-08-06
296 Walkers Shortbread MAZE 2020-08-06
297 brookfield.com DarkSide 2020-08-08
298 Global Union Canada Suncrypt 2020-08-08
299 SPIE group Nefilim 2020-08-09
300 Bridgford Foods - www.bridgford.com NetWalker 2020-08-10
301 DiVal Safety Equipment, Inc. DoppelPaymer 2020-08-10
302 KCG, Inc. DoppelPaymer 2020-08-10
303 Olympia House - https://olympiahouserehab.com NetWalker 2020-08-10
304 Salem Media Group, Inc. DoppelPaymer 2020-08-10
305 The Center for Fertility and Gynecology - Los Angeles NetWalker 2020-08-10
306 Prismaflex International - https://www.prismaflex.com NetWalker 2020-08-11
307 Repro X-Press Pysa 2020-08-12
308 MCLINC Pysa 2020-08-13
309 FPI Management Suncrypt 2020-08-14
310 Karmsund.no Suncrypt 2020-08-14
311 Royal Military College of Canada DoppelPaymer 2020-08-15
312 Salvador Escoda SA DoppelPaymer 2020-08-16
313 Drivestream - https://www.drivestream.com NetWalker 2020-08-17
314 Tiffany & Bosco P.A. Pysa 2020-08-18
315 Arabian Industries MAZE 2020-08-19
316 Asunaro Aoki Construction Co.,Ltd. DoppelPaymer 2020-08-19
317 Austin College NetWalker 2020-08-19
318 Automatic Handling International - https://www.automatichandling.comNetWalker 2020-08-19
319 Bazinet Taylor MAZE 2020-08-19
320 Brennercom AG MAZE 2020-08-19
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321 Canon USA, Inc. MAZE 2020-08-19
322 Certitude MAZE 2020-08-19
323 CIR Food - https://www.cirfood.com NetWalker 2020-08-19
324 DAISHO Co,.Ltd. DoppelPaymer 2020-08-19
325 Edipresse Media Asia - https://www.edipressemedia.com NetWalker 2020-08-19
326 Engineering Consultants Group MAZE 2020-08-19
327 Fresh Water Systems MAZE 2020-08-19
328 Fusion Connect, Inc. MAZE 2020-08-19
329 Hoa Sen Group MAZE 2020-08-19
330 Holy-Dis MAZE 2020-08-19
331 Instituto Costarricense de Acueductos y Alcantarillados MAZE 2020-08-19
332 Interstate Restoration MAZE 2020-08-19
333 METROPOLITAN HEALTH CORPORATE (PTY) LTD MAZE 2020-08-19
334 MISTERFLY - https://www.misterfly.com NetWalker 2020-08-19
335 National Default Servicing Corporation Pysa 2020-08-19
336 Nichols Rick & Co NetWalker 2020-08-19
337 PICK-N-PULL SAN ANTONIO, TX MAZE 2020-08-19
338 PrimusLabs MAZE 2020-08-19
339 RTT - https://www.rtt.co.za NetWalker 2020-08-19
340 SK hynix inc. MAZE 2020-08-19
341 Sogou Inc. MAZE 2020-08-19
342 sscpclaw - http://www.sscpclaw.com NetWalker 2020-08-19
343 TOTO USA, INC. MAZE 2020-08-19
344 TRACTO-TECHNIK GmbH & Co. KG MAZE 2020-08-19
345 United Memorial Medical Center MAZE 2020-08-19
346 virginiacountryclub - http://vcc1909.org NetWalker 2020-08-19
347 VUTEQ CORPORATION DoppelPaymer 2020-08-19
348 Woodstream - https://www.woodstream.com NetWalker 2020-08-19
349 Actuaries and Associates Sodinokibi (REvil) 2020-08-20
350 Adif (adif.es) Sodinokibi (REvil) 2020-08-20
351 Agromart Group Sodinokibi (REvil) 2020-08-20
352 Alaska General Seafoods & Leader Creek Fisheries Sodinokibi (REvil) 2020-08-20
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353 Allison-Smith Company LLC Sodinokibi (REvil) 2020-08-20
354 Armour & Associates Sodinokibi (REvil) 2020-08-20
355 ASCENT Network Sodinokibi (REvil) 2020-08-20
356 athrone.com Sodinokibi (REvil) 2020-08-20
357 australian company ARAFMI Sodinokibi (REvil) 2020-08-20
358 Brooks International Sodinokibi (REvil) 2020-08-20
359 Brown Automotive Group Ltd Sodinokibi (REvil) 2020-08-20
360 BROWN-FORMAN CORPORATION Sodinokibi (REvil) 2020-08-20
361 BURHANIGLASS.AE Sodinokibi (REvil) 2020-08-20
362 CAT RICAMBI SRL Italy car sale company Sodinokibi (REvil) 2020-08-20
363 CENTROID Sodinokibi (REvil) 2020-08-20
364 chempack.com.au Sodinokibi (REvil) 2020-08-20
365 CINCINNATI CAPITAL CORPORATION Sodinokibi (REvil) 2020-08-20
366 CivicSmart (ex Duncan Technologies) Sodinokibi (REvil) 2020-08-20
367 COTTONWOOD FINANCIAL INC Sodinokibi (REvil) 2020-08-20
368 Duncan Co (www.duncanco.com) Sodinokibi (REvil) 2020-08-20
369 ehalc.com Sodinokibi (REvil) 2020-08-20
370 eurecat.com Sodinokibi (REvil) 2020-08-20
371 EXECUPHARM.COM CL0P 2020-08-20
372 FGXI Sodinokibi (REvil) 2020-08-20
373 Fraser Wheeler & Courtney LLP Sodinokibi (REvil) 2020-08-20
374 Geidi.com Sodinokibi (REvil) 2020-08-20
375 Genesis Products Inc. Sodinokibi (REvil) 2020-08-20
376 GOODMANMINTZ Sodinokibi (REvil) 2020-08-20
377 Groupe Cactus Sodinokibi (REvil) 2020-08-20
378 HAKUYOHIN Sodinokibi (REvil) 2020-08-20
379 HOEDLMAYR.COM CL0P 2020-08-20
380 https://prakhinlaw.com/ NetWalker 2020-08-20
381 Hustech Installations AG hustech.ch Sodinokibi (REvil) 2020-08-20
382 HYMAN GROUP COMPANIES Sodinokibi (REvil) 2020-08-20
383 IHI-CSI.DE CL0P 2020-08-20
384 INDIABULLS.COM CL0P 2020-08-20
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385 INRIX.COM CL0P 2020-08-20
386 insport.com.au Sodinokibi (REvil) 2020-08-20
387 jnbs Sodinokibi (REvil) 2020-08-20
388 Kenneth Cole Productions Sodinokibi (REvil) 2020-08-20
389 LABORATOIRES EXPANSCIENCE Conti 2020-08-20
390 M J Payne Ltd Sodinokibi (REvil) 2020-08-20
391 malabs.com Sodinokibi (REvil) 2020-08-20
392 MAN België Sodinokibi (REvil) 2020-08-20
393 MVTEC.COM CL0P 2020-08-20
394 National Western Life Sodinokibi (REvil) 2020-08-20
395 NEDA USA Sodinokibi (REvil) 2020-08-20
396 NETZSCH.COM CL0P 2020-08-20
397 NFT.CO.UK CL0P 2020-08-20
398 ODLO International AG Sodinokibi (REvil) 2020-08-20
399 Patten & Prentice patten.co.uk Sodinokibi (REvil) 2020-08-20
400 PLANATOL.DE CL0P 2020-08-20
401 Plasmaterials Inc Sodinokibi (REvil) 2020-08-20
402 Plaza Collection LTD Sodinokibi (REvil) 2020-08-20
403 POLYVLIES.DE CL0P 2020-08-20
404 Prokes & Co.SK Avaddon 2020-08-20
405 PROMINENT.COM CL0P 2020-08-20
406 quest-worldwide.com Sodinokibi (REvil) 2020-08-20
407 RFRANCO.COM CL0P 2020-08-20
408 SASEGUR - Seguridad y Sistemas DoppelPaymer 2020-08-20
409 Scalepeople Sodinokibi (REvil) 2020-08-20
410 Schramm Inc. Sodinokibi (REvil) 2020-08-20
411 Sherwood Food & Harvest Distributors Sodinokibi (REvil) 2020-08-20
412 Silvaris Sodinokibi (REvil) 2020-08-20
413 Snaptron Inc Sodinokibi (REvil) 2020-08-20
414 SoftwareOne.com Sodinokibi (REvil) 2020-08-20
415 SPEC Inc Sodinokibi (REvil) 2020-08-20
416 Strategic Sites Sodinokibi (REvil) 2020-08-20
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417 Symbotic LLC Sodinokibi (REvil) 2020-08-20
418 tirerama.com Sodinokibi (REvil) 2020-08-20
419 TO Engineers Sodinokibi (REvil) 2020-08-20
420 TWL.DE CL0P 2020-08-20
421 Universal Logistics Holdings Sodinokibi (REvil) 2020-08-20
422 Vierra Magen Marcus LLP Sodinokibi (REvil) 2020-08-20
423 VIVA RESORTS Sodinokibi (REvil) 2020-08-20
424 VP Supply Corp Sodinokibi (REvil) 2020-08-20
425 Wartman Law Firm Sodinokibi (REvil) 2020-08-20
426 www.aaaambulance.net Sodinokibi (REvil) 2020-08-20
427 www.atlascars.com Sodinokibi (REvil) 2020-08-20
428 www.cablex-group.com Sodinokibi (REvil) 2020-08-20
429 www.intercardinc.com Sodinokibi (REvil) 2020-08-20
430 www.lionco.com Sodinokibi (REvil) 2020-08-20
431 株式会社クワタ DoppelPaymer 2020-08-20
432 Action for a Better Community MAZE 2020-08-21
433 Florsheim Homes MAZE 2020-08-21
434 Laboratoires Expanscience MAZE 2020-08-21
435 Pittsburg Tank & Tower Group MAZE 2020-08-21
436 Studio Architecture P.C Suncrypt 2020-08-21
437 T.E.M. Group, Inc. MAZE 2020-08-21
438 TRG Holdings, LLC MAZE 2020-08-21
439 parkhomestores.com NetWalker 2020-08-22
440 n&k technology inc Sodinokibi (REvil) 2020-08-23
441 Canpar Express DoppelPaymer 2020-08-24
442 DYNEA.NET Sodinokibi (REvil) 2020-08-24
443 Haywood County Schools Network Suncrypt 2020-08-24
444 Nature's Bakery, LLC Sodinokibi (REvil) 2020-08-24
445 TFI Internatioal (Canpar) DoppelPaymer 2020-08-24
446 TrustTeam Suncrypt 2020-08-25
447 Aigües de Terrassa Conti 2020-08-26
448 Amicorp Group Sodinokibi (REvil) 2020-08-26

https://twitter.com/darktracer_int
mailto:support@darktracer.com


Intelligence Report on Ransomware Gangs on the Darkweb

https://twitter.com/darktracer_int
support@darktracer.com

List of victim organizations(2,203) attacked by 
Ransomware gangs(34) released on the DarkWeb

No Victim Ransomware Gang Date

449 Axxess International Inc Conti 2020-08-26
450 Elsa LLC Sodinokibi (REvil) 2020-08-26
451 Florida Chamber of Commerce Conti 2020-08-26
452 McCloskey Mechanical Contractors Conti 2020-08-26
453 Precision Tandems Inc Conti 2020-08-26
454 Sice Inc Conti 2020-08-26
455 Tug Hill Operating Suncrypt 2020-08-26
456 Filtration Group Conti 2020-08-27
457 Long & Foster Sodinokibi (REvil) 2020-08-27
458 The Volkswagen Group Conti 2020-08-27
459 Valley Health Systems Sodinokibi (REvil) 2020-08-27
460 WHSE Pysa 2020-08-27
461 John Hardy Pysa 2020-08-28
462 Marseille Provence Pysa 2020-08-28
463 MRKS.COM Suncrypt 2020-08-28
464 Greenville Technical College gvltec.edu Avaddon 2020-08-29
465 CRE Credit Services NetWalker 2020-08-30
466 NIF Nif Group, Inc. DoppelPaymer 2020-08-30
467 Jands - https://www.jands.com.au NetWalker 2020-08-31
468 Bisnode - https://www.bisnode.com NetWalker 2020-09-01
469 Container Graphics Corporation - https://www.containergraphics.comNetWalker 2020-09-01
470 CubeLogic - https://www.cubelogic.com NetWalker 2020-09-01
471 Tandem Corp - http://www.tandemcorp.com NetWalker 2020-09-01
472 Whitmore - https://www.whitmores.com NetWalker 2020-09-01
473 Digital Systems Engineering (DSE) DoppelPaymer 2020-09-02
474 Bruckner Truck Sales Inc Conti 2020-09-03
475 Alliance Building Services Pysa 2020-09-04
476 Wichita Sheet Metal Pysa 2020-09-04
477 Illinois Valley Community College Pysa 2020-09-05
478 www.panorama.com NetWalker 2020-09-05
479 Migraciones Argentina NetWalker 2020-09-06
480 Newcastle University DoppelPaymer 2020-09-07

https://twitter.com/darktracer_int
mailto:support@darktracer.com


Intelligence Report on Ransomware Gangs on the Darkweb

https://twitter.com/darktracer_int
support@darktracer.com

List of victim organizations(2,203) attacked by 
Ransomware gangs(34) released on the DarkWeb

No Victim Ransomware Gang Date

481 randolphtrucking.com NetWalker 2020-09-07
482 www.mainstreamrp.com NetWalker 2020-09-07
483 a1fiberglass.com Conti 2020-09-08
484 Amacon - https://www.amacon.com NetWalker 2020-09-08
485 Hedinger & Lawless, LLC MAZE 2020-09-08
486 Stefanutti Stocks - https://www.stefanuttistocks.com NetWalker 2020-09-08
487 Windward Software - https://www.windwardsoftware.com/en-US/ NetWalker 2020-09-08
488 4datanet.com Sodinokibi (REvil) 2020-09-09
489 Agrosuper Sodinokibi (REvil) 2020-09-09
490 Burger king Jamaica Nefilim 2020-09-09
491 DXP Enterprises, Inc. Sodinokibi (REvil) 2020-09-09
492 greatnortherncorp.com Sodinokibi (REvil) 2020-09-09
493 K-Electric - https://www.ke.com.pk NetWalker 2020-09-09
494 Mark A. O'neal and Associates Suncrypt 2020-09-09
495 Panpharma Group Nefilim 2020-09-09
496 Réfrigération Noël Conti 2020-09-09
497 S.L. Fusco Nefilim 2020-09-09
498 Sampoerna Agro Sodinokibi (REvil) 2020-09-09
499 taylorfarms.com Sodinokibi (REvil) 2020-09-09
500 Tri-Signal Integration Suncrypt 2020-09-10
501 Visa Italia Suncrypt 2020-09-10
502 FlorStar - https://www.florstar.com NetWalker 2020-09-11
503 Lindenwold Pysa 2020-09-11
504 Manitoulin Transport Conti 2020-09-11
505 Monty Holding Group Pysa 2020-09-11
506 Royal Manitoba Theatre Centre Conti 2020-09-11
507 The Dantherm Group Pysa 2020-09-11
508 The Silverlake Group - http://www.silverlakegroup.com/ NetWalker 2020-09-11
509 The Sixth Form Bolton Pysa 2020-09-11
510 GAM - https://gamrentals.com NetWalker 2020-09-12
511 Assured Imaging Pysa 2020-09-13
512 Dublin Pysa 2020-09-13
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513 The CFC Pysa 2020-09-13
514 The Seifert Logistics Group Pysa 2020-09-13
515 Upper Columbia Academy Pysa 2020-09-13
516 Uxbridge/Harrow College Pysa 2020-09-13
517 AMA Freight MAZE 2020-09-14
518 AppliChem GmbH MAZE 2020-09-14
519 Artech Information Systems LLC MAZE 2020-09-14
520 BIRAGHI S.p.A. MAZE 2020-09-14
521 BostonCoach Conti 2020-09-14
522 BRUSCHI S.P.A. MAZE 2020-09-14
523 Capital Lumber Company MAZE 2020-09-14
524 Carbon Power and Light Conti 2020-09-14
525 Clark County School District MAZE 2020-09-14
526 Clayton Industries MAZE 2020-09-14
527 Conklin Office Furniture MAZE 2020-09-14
528 Cornet Vincent Ségurel MAZE 2020-09-14
529 Dairy Fresh Farms MAZE 2020-09-14
530 East Bay Restaurant Supply MAZE 2020-09-14
531 electric gas industries association inc Conti 2020-09-14
532 Express Manufacturing, Inc. MAZE 2020-09-14
533 GAR Equipment Conti 2020-09-14
534 Ghantoo Group MAZE 2020-09-14
535 Groupe Interway MAZE 2020-09-14
536 GSR srl MAZE 2020-09-14
537 Guillevin International Co. MAZE 2020-09-14
538 Haldiram Snacks Pvt. Ltd. MAZE 2020-09-14
539 Handelshof Stendal GmbH MAZE 2020-09-14
540 HEDLAW - Law & Business Law MAZE 2020-09-14
541 Hershey Equipment Co Inc Conti 2020-09-14
542 Hms Insurance Associates, Inc Conti 2020-09-14
543 Holston Gases MAZE 2020-09-14
544 https://www.redplanethotels.com/ NetWalker 2020-09-14
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545 Image one - https://i1ind.com/ Conti 2020-09-14
546 Indian River Transport Ltd. MAZE 2020-09-14
547 Joliet Park District Conti 2020-09-14
548 JX Enterprises, Inc MAZE 2020-09-14
549 KUHNLE-TOURS GmbH MAZE 2020-09-14
550 Lally Ford MAZE 2020-09-14
551 Landmarkresort hotel beach Conti 2020-09-14
552 Léon Grosse MAZE 2020-09-14
553 LF ILLUMINATION LLC Conti 2020-09-14
554 LH EVANS Conti 2020-09-14
555 Lhc Group Inc Conti 2020-09-14
556 M3P Directional Services Conti 2020-09-14
557 Marriott international inc Conti 2020-09-14
558 Master Kid Inc Conti 2020-09-14
559 MEINHARDT Sodinokibi (REvil) 2020-09-14
560 National Wire Cable Corporation Conti 2020-09-14
561 New Museum MAZE 2020-09-14
562 OCA Global Conti 2020-09-14
563 Optima Italia S.p.A. DoppelPaymer 2020-09-14
564 Outsource MAZE 2020-09-14
565 Parkway Products, LLC MAZE 2020-09-14
566 Peugeot Motocycles Conti 2020-09-14
567 Plouse Precision Manufacturing MAZE 2020-09-14
568 Pontotoc County Sheriff’s Office Conti 2020-09-14
569 PRETTL.COM CL0P 2020-09-14
570 Proforce Equipment, Inc. MAZE 2020-09-14
571 Romeo Engineering Inc Conti 2020-09-14
572 Rx Technology MAZE 2020-09-14
573 Spectrum Associates, Inc. MAZE 2020-09-14
574 Stylex MAZE 2020-09-14
575 Sussek Machine Company MAZE 2020-09-14
576 Temgroupinc Conti 2020-09-14
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577 Texfyt Indústria MAZE 2020-09-14
578 The National Conference Center MAZE 2020-09-14
579 Toledo Public Schools MAZE 2020-09-14
580 Triad Mechanical Contractors MAZE 2020-09-14
581 Tuckers Solicitors MAZE 2020-09-14
582 Ventura Orthopedics Conti 2020-09-14
583 Vibac Group S.p.a. MAZE 2020-09-14
584 VIP Computers LLC Conti 2020-09-14
585 Visual Impressions Conti 2020-09-14
586 Waldhoff gmbh Co Conti 2020-09-14
587 Westland Horticulture Conti 2020-09-14
588 www.khadims.com NetWalker 2020-09-14
589 Yorkcontainer Conti 2020-09-14
590 AGSO Suncrypt 2020-09-15
591 AIS INDUSTRIAL & CONSTRUCTION SUPPLY Co, Inc DoppelPaymer 2020-09-15
592 Bridgestone Suncrypt 2020-09-15
593 Dean and Fulkerson Suncrypt 2020-09-15
594 Dillman Suncrypt 2020-09-15
595 Grand Homes Pysa 2020-09-15
596 Millstone Township School District Conti 2020-09-15
597 Nonin Medical Pysa 2020-09-15
598 The Teka Group Pysa 2020-09-15
599 GP Global - https://www.gpglobal.com/ NetWalker 2020-09-16
600 XpertDoc - http://xpertdoc.com/ NetWalker 2020-09-16
601 BlueLinx Holdings MAZE 2020-09-17
602 Fondazione Arena di Verona MAZE 2020-09-17
603 Fuel Transport MAZE 2020-09-17
604 HCI Conti 2020-09-17
605 Herman Goldner Co Inc Conti 2020-09-17
606 Overseas Express LockBit 2020-09-17
607 Ruddy Joinery Conti 2020-09-17
608 Yaskawa Electric Corporation LockBit 2020-09-17
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609 ACE Glass Pysa 2020-09-18
610 Chc Group, LLC MAZE 2020-09-18
611 College of Nurses of Ontario - http://cno.org/ NetWalker 2020-09-18
612 Guilford Technical Community College DoppelPaymer 2020-09-18
613 Midnight Oil Agency - https://www.moagency.com/ NetWalker 2020-09-18
614 Bosley Pysa 2020-09-19
615 Heatherwick Studio (www.heatherwick.com) NetWalker 2020-09-19
616 SB Zantal Markt Suncrypt 2020-09-19
617 www.accreon.com - Accreon NetWalker 2020-09-20
618 4th Judicial District Court Conti 2020-09-21
619 CLEAN HARBORS, INC. DoppelPaymer 2020-09-21
620 Coastal Computer Consulting, LLC MAZE 2020-09-21
621 MK Products Pysa 2020-09-21
622 Glen Dimplex Home Appliances Suncrypt 2020-09-22
623 Makalot Mount Locker 2020-09-22
624 SELDENS (www.seldens.com) NetWalker 2020-09-22
625 Abington Reproductive Medicine MAZE 2020-09-24
626 Active Recycling Co MAZE 2020-09-24
627 Cheer Pack North America MAZE 2020-09-24
628 City of Casey, Illinois Conti 2020-09-24
629 E.R. Snell Contractor, Inc. MAZE 2020-09-24
630 Elliott Tool Technologies MAZE 2020-09-24
631 Emergency Air Conti 2020-09-24
632 https://www.spectraaluminum.com/ Spectra Aluminum Products NetWalker 2020-09-24
633 HUNTER INDUSTRIES LTD MAZE 2020-09-24
634 Island Pump & Tank MAZE 2020-09-24
635 Jekyll Island MAZE 2020-09-24
636 Military Equipment Denmark A/S MAZE 2020-09-24
637 Platinum Pools MAZE 2020-09-24
638 Prominent Europe Ltd Conti 2020-09-24
639 QGT Ultra Clean Holdings, Inc. MAZE 2020-09-24
640 record.fr NetWalker 2020-09-24
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641 Royal Media Services MAZE 2020-09-24
642 Russell,Kraft&Gruber Sodinokibi (REvil) 2020-09-24
643 Sands Fridge Lines MAZE 2020-09-24
644 SCHMIDT ELECTRIC COMPANY MAZE 2020-09-24
645 Synsam Group AB Sodinokibi (REvil) 2020-09-24
646 TORTORA GUIDO SRL MAZE 2020-09-24
647 Valjato Engineering P.C. MAZE 2020-09-24
648 Vinnemeier Textil- und Schuhimport GmbH MAZE 2020-09-24
649 VUTEQ CORPORATION Conti 2020-09-24
650 West End Lumber & Building Materials Supply Conti 2020-09-24
651 WPT Nonwovens Corp MAZE 2020-09-24
652 Air pullman S.p.A. Egregor 2020-09-25
653 American European Insurance Group, Inc. Egregor 2020-09-25
654 APSM Systems Egregor 2020-09-25
655 Beler Holdings Inc Conti 2020-09-25
656 BRANDENBURG TELEPHONE Conti 2020-09-25
657 Cambria County, Pennsylvania Conti 2020-09-25
658 CB Masonry Conti 2020-09-25
659 CCB Packaging Inc Conti 2020-09-25
660 Chris-Leef General Agency, Inc Conti 2020-09-25
661 Dci Shires Inc Conti 2020-09-25
662 Diaco Law Conti 2020-09-25
663 Diana shipping and affiliate companies Egregor 2020-09-25
664 Dr. Soliman Fakeeh Hospital Egregor 2020-09-25
665 Dyras Dental Egregor 2020-09-25
666 Earthly Choice Conti 2020-09-25
667 Electronic Transaction Consultants Conti 2020-09-25
668 Fpos Group Conti 2020-09-25
669 Fresno Equipment Co Conti 2020-09-25
670 Global Cloud Xchange Sodinokibi (REvil) 2020-09-25
671 Higginbotham Family Dental Conti 2020-09-25
672 High Mark Real Estate Sodinokibi (REvil) 2020-09-25
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673 Horizon Controls Conti 2020-09-25
674 Horizon Gulf Electromechanical Services L.L.C NetWalker 2020-09-25
675 Humco MAZE 2020-09-25
676 Johnbear Conti 2020-09-25
677 LindFast Solutions Group Conti 2020-09-25
678 M and M Merchandisers Conti 2020-09-25
679 Marie Claire Boutiques Conti 2020-09-25
680 MAT GmbH Conti 2020-09-25
681 MORRIS PETROLEUM Inc. Sodinokibi (REvil) 2020-09-25
682 Moss Supply Conti 2020-09-25
683 Motta S.p.A. Conti 2020-09-25
684 Murray Engineering PTY Ltd & FSI Architecture PC Conti 2020-09-25
685 Naman Howell Smith & Lee, PLLC Conti 2020-09-25
686 Neel Veterinary Hospital Conti 2020-09-25
687 New Light Christian Christian Center Conti 2020-09-25
688 News Galstan and Ward Family Conti 2020-09-25
689 NWH Group Conti 2020-09-25
690 OPTIMA packaging group GmbH Egregor 2020-09-25
691 Ostiguy Ford Conti 2020-09-25
692 Our Lady of the Most Holy Rosary Catholic Community Conti 2020-09-25
693 Pahl & McCay Conti 2020-09-25
694 PanReac AppliChem ITW Reagents Division Conti 2020-09-25
695 Pearson Foods Corporation Conti 2020-09-25
696 Pilkington Commercial Co., Inc. Conti 2020-09-25
697 Sandream Impact LLC Conti 2020-09-25
698 Siegfried & Jensen Conti 2020-09-25
699 Smith & McGhee, PC Conti 2020-09-25
700 Soloptical Conti 2020-09-25
701 The Acorn Conti 2020-09-25
702 The Dobco Group Conti 2020-09-25
703 Tighe & Bond Egregor 2020-09-25
704 Tkemlups te Secwepemc Conti 2020-09-25
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705 Vard Group AS Sodinokibi (REvil) 2020-09-25
706 Adam Kutner Cares Conti 2020-09-26
707 Inter-Con Servicios de Seguridad Privada Conti 2020-09-26
708 Middlesex Housing Limited Conti 2020-09-26
709 Skyline Displays (skyline.com) LockBit 2020-09-26
710 American International Tooling, Inc. DoppelPaymer 2020-09-27
711 Andamios Atlas, S.A. de C.V. DoppelPaymer 2020-09-27
712 Astro Industries, Inc. Ragnar_Locker 2020-09-27
713 Canadian Tire NetWalker 2020-09-27
714 dieffenbachs.com NetWalker 2020-09-27
715 Grushwitz Suncrypt 2020-09-27
716 SA Baufer VF DoppelPaymer 2020-09-27
717 The South African Judiciary DoppelPaymer 2020-09-27
718 Unipoint software DoppelPaymer 2020-09-27
719 Walton Arts Center DoppelPaymer 2020-09-27
720 Adams County Memorial Hospital Conti 2020-09-28
721 Allfasteners Conti 2020-09-28
722 APEM Inc. MAZE 2020-09-28
723 blumshapiro MAZE 2020-09-28
724 https://www.chubbfiresecurity.com/ NetWalker 2020-09-28
725 Star-Tam, Inc. Conti 2020-09-28
726 Swisher Commercial Conti 2020-09-28
727 Tile Liquidators Conti 2020-09-28
728 Comcast Business Starter Internet Conti 2020-09-29
729 Fall River Housing Authority Conti 2020-09-29
730 Golden Gate Regional Center Conti 2020-09-29
731 Homewerks Worldwide (Homewerks.com) NetWalker 2020-09-29
732 JSW Steel USA Suncrypt 2020-09-29
733 City of Key West Florida Conti 2020-09-30
734 Fairfax County Public Schools MAZE 2020-09-30
735 FKG Oil / MotoMart MAZE 2020-09-30
736 Milmont Greenhouses Inc Conti 2020-09-30
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737 Oralabs Mount Locker 2020-09-30
738 Robson Carpenter LLP - http://www.rcllp.ca/ NetWalker 2020-09-30
739 Beaver Street Fisheries Inc Nefilim 2020-10-01
740 COMMUNE MITRY MORY DoppelPaymer 2020-10-01
741 E.W. Wylie Corporation Conti 2020-10-02
742 Moss Inc Nefilim 2020-10-02
743 Myerscough College Pysa 2020-10-02
744 City of North Tonawanda N.Y. Conti 2020-10-03
745 Ringley Group Conti 2020-10-03
746 Trinity Supply Chain Solutions Conti 2020-10-04
747 https://sientra.com/ NetWalker 2020-10-05
748 PADT DoppelPaymer 2020-10-05
749 UCEL Pysa 2020-10-05
750 MARTIN Sodinokibi (REvil) 2020-10-06
751 Daniel B. Hastings, Inc. Conti 2020-10-07
752 Goodfellow Inc - http://www.goodfellowinc.com/en/ NetWalker 2020-10-07
753 https://haverusa.com/ NetWalker 2020-10-07
754 Metano Nord Mount Locker 2020-10-07
755 North Tippah School District Conti 2020-10-07
756 ScentAir Sodinokibi (REvil) 2020-10-07
757 ATP (www.atp.com) NetWalker 2020-10-08
758 Deltrol Sodinokibi (REvil) 2020-10-08
759 https://leedejonesgable.com/ NetWalker 2020-10-08
760 Nation Huronne-Wendat Conti 2020-10-08
761 Sign Language XL Conti 2020-10-08
762 71 Construction DoppelPaymer 2020-10-09
763 Almacenes Distribuidores de la Frontera DoppelPaymer 2020-10-09
764 Careers Usa (www.careersusa.com) NetWalker 2020-10-09
765 CISEG GmbH DoppelPaymer 2020-10-09
766 Electroform Company DoppelPaymer 2020-10-09
767 HERITAGE RECOURCE MANAGMENT LLC Sodinokibi (REvil) 2020-10-09
768 HornerXpress (AquaCal) DoppelPaymer 2020-10-09
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769 https://haverstock.com/ NetWalker 2020-10-09
770 JCI Industries Sodinokibi (REvil) 2020-10-09
771 MMC Materials, Inc. DoppelPaymer 2020-10-09
772 SPARFLEX FRANCE DoppelPaymer 2020-10-09
773 ESII Sodinokibi (REvil) 2020-10-10
774 https://piaggio-cv.co.in and piaggio.com NetWalker 2020-10-10
775 UMI1 Sodinokibi (REvil) 2020-10-10
776 Carrier Logistics Inc LockBit 2020-10-11
777 SOFTWAREAG.COM CL0P 2020-10-11
778 Hill Brothers Chemical Co. & Morgan Fabrics Corporation. & Karen Kane & Calzone/Anvil. & South Coast ComputersConti 2020-10-12
779 https://www.nedevelopment.com/ NetWalker 2020-10-12
780 Lake Walled Consolidated School District DoppelPaymer 2020-10-12
781 Romco Equipment (www.romco.com) NetWalker 2020-10-12
782 TSI Consumer Goods GmbH DoppelPaymer 2020-10-12
783 DSBLS.COM Sodinokibi (REvil) 2020-10-13
784 JMW.COM Sodinokibi (REvil) 2020-10-13
785 Paradies Lagardere Sodinokibi (REvil) 2020-10-13
786 TrilliumCcollege Conti 2020-10-13
787 USPOLYCO Sodinokibi (REvil) 2020-10-13
788 WHDH-TV MAZE 2020-10-13
789 ANSA McAL Sodinokibi (REvil) 2020-10-14
790 Chesters International Sodinokibi (REvil) 2020-10-15
791 FOUSSIER DoppelPaymer 2020-10-15
792 Anco Engineering, Inc. DoppelPaymer 2020-10-16
793 CNIJ inc DoppelPaymer 2020-10-16
794 Hall County Government DoppelPaymer 2020-10-16
795 Med-Care Infusion Services, Inc. DoppelPaymer 2020-10-16
796 Oztek Corporation Ranzy Locker 2020-10-16
797 STARRETT L. S. Starrett Company DoppelPaymer 2020-10-16
798 Sweet Law Firm - https://sweetlawfirm.com/ NetWalker 2020-10-16
799 Tools and Metals Supply Conti 2020-10-16
800 Tor Vergata Pysa 2020-10-16
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801 Walled Lake Consolidated School District DoppelPaymer 2020-10-16
802 www.braskem.com.br Sodinokibi (REvil) 2020-10-16
803 West Central Foodservice Pysa 2020-10-17
804 Kuenne Gruppe Pysa 2020-10-18
805 Luxottica Nefilim 2020-10-18
806 FutureLink Technologies DoppelPaymer 2020-10-19
807 Irish Farmers Journals Pysa 2020-10-19
808 ADEKA Polymer Additives Europe Egregor 2020-10-20
809 AEON CO. Egregor 2020-10-20
810 Alliance Automation Egregor 2020-10-20
811 Arbor Contract Carpet Inc Egregor 2020-10-20
812 Baldwin Accounting CPA, P.A. (BACPA) Conti 2020-10-20
813 Barnes & Noble Booksellers, Inc. Egregor 2020-10-20
814 Berkshire Hathaway Travel Protection Egregor 2020-10-20
815 Berzelius Stolberg GmbH Egregor 2020-10-20
816 BIOLOGICAL E. Ltd. Ragnar_Locker 2020-10-20
817 Building Material Distributors Egregor 2020-10-20
818 Buildwelliver Egregor 2020-10-20
819 Carraro Spa Egregor 2020-10-20
820 Carson-Dellosa Publishing LLC Egregor 2020-10-20
821 CASES Pysa 2020-10-20
822 Cassa per i Servizi Energetici e Ambientali Egregor 2020-10-20
823 Centext Legal Services Egregor 2020-10-20
824 Cerfrance Egregor 2020-10-20
825 ClearPath Security LLC Egregor 2020-10-20
826 Crytek Egregor 2020-10-20
827 Data Evolution Corporation Conti 2020-10-20
828 Diamond C Trailer Mfg., RoadClipper Enterprises Egregor 2020-10-20
829 DIPSI DEL PESCE SRL Egregor 2020-10-20
830 Donlevy Laboratories, Inc. Egregor 2020-10-20
831 Double E Company LLC Egregor 2020-10-20
832 EMCO GmbH Egregor 2020-10-20
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833 Emirates Fire Fighting Equipment Factory LLC Egregor 2020-10-20
834 ERA Franchise Systems LLC Egregor 2020-10-20
835 Eros Group Egregor 2020-10-20
836 EWIE Nefilim 2020-10-20
837 Flower Power Garden Centres Pty Ltd. Egregor 2020-10-20
838 Foxtons Group plc Egregor 2020-10-20
839 GEFCO Group Egregor 2020-10-20
840 GRANITE GEAR LLC Egregor 2020-10-20
841 HellermannTyton Egregor 2020-10-20
842 https://www.kyb.com/ NetWalker 2020-10-20
843 ITD Print Solutions Inc Conti 2020-10-20
844 KEOLIS COMMUTER SERVICES Egregor 2020-10-20
845 Kobay Enstel Limited Egregor 2020-10-20
846 LACOSTE Dactyl Buro Office Egregor 2020-10-20
847 LCL Navigation Ltd Egregor 2020-10-20
848 Mercedes-Benz Superdome Egregor 2020-10-20
849 mestek.com DarkSide 2020-10-20
850 Miller Insurance Agency, Inc Egregor 2020-10-20
851 Moctezuma Medjool Gardens Egregor 2020-10-20
852 National Auto Care Corp Egregor 2020-10-20
853 Netfast Technology Solutions Inc. Egregor 2020-10-20
854 NHK International Corporation Egregor 2020-10-20
855 OHST Medizintechnik AG Egregor 2020-10-20
856 Panapesca Egregor 2020-10-20
857 Rockingham Insurance Egregor 2020-10-20
858 Smoky Mountain Machining, Inc. Egregor 2020-10-20
859 Stromberg Metal Works, Inc. Egregor 2020-10-20
860 Tampa Fork Lift, Inc. Egregor 2020-10-20
861 Tekkenkensetsu Co., Ltd Egregor 2020-10-20
862 Terrepadane Egregor 2020-10-20
863 Ubisoft Egregor 2020-10-20
864 VEOLOG Storage and Warehousing Bussy Lettree Egregor 2020-10-20

https://twitter.com/darktracer_int
mailto:support@darktracer.com


Intelligence Report on Ransomware Gangs on the Darkweb

https://twitter.com/darktracer_int
support@darktracer.com

List of victim organizations(2,203) attacked by 
Ransomware gangs(34) released on the DarkWeb

No Victim Ransomware Gang Date

865 Verimatrix Egregor 2020-10-20
866 Villafrut srl Egregor 2020-10-20
867 Weirs Furniture Conti 2020-10-20
868 https://www.wilmingtonsurgical.com/ NetWalker 2020-10-21
869 Le meridien Marriot Egregor 2020-10-21
870 Rafaela Alimentos Pysa 2020-10-21
871 Sentinel Offender Services Egregor 2020-10-21
872 SHIONOGI & CO., LTD Sodinokibi (REvil) 2020-10-21
873 Beacon Health Solutions, LLC Sodinokibi (REvil) 2020-10-22
874 Delme-Werkstätten gGmbH Conti 2020-10-22
875 tomwood.com DarkSide 2020-10-22
876 ASE Bucuresti Pysa 2020-10-23
877 Crossroads Courier Inc Conti 2020-10-23
878 Family Health Centers Of Georgia Inc Conti 2020-10-23
879 https://www.rosenblatt-law.co.uk/ NetWalker 2020-10-23
880 indianspringfl.com NetWalker 2020-10-23
881 Omnetics Connector Corporation Conti 2020-10-23
882 Sunland Asphalt & Construction Conti 2020-10-23
883 Top Rocker Harley-Davidson Conti 2020-10-23
884 Arapahoe Libraries Sodinokibi (REvil) 2020-10-24
885 Heartland Pysa 2020-10-24
886 Palmieri furniture Conti 2020-10-24
887 www.matson.com Sodinokibi (REvil) 2020-10-24
888 TTI Floor Care - http://ttifloorcare.com/ NetWalker 2020-10-25
889 Varroc Lighting Systems Conti 2020-10-25
890 Winters Independent School District Pysa 2020-10-25
891 Aetna Lighting Corp https://aetnacorp.com NetWalker 2020-10-26
892 CORE Information Technology Consultants Ltd. Conti 2020-10-26
893 IQA Pysa 2020-10-26
894 MMWBR Law Firm http://mmwbr.com/ NetWalker 2020-10-26
895 usgins.com DarkSide 2020-10-26
896 Bakers S.A. Limited Pysa 2020-10-27
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897 Devenish Nutrition Limited Egregor 2020-10-27
898 Enel Group (www.enel.com) NetWalker 2020-10-27
899 DABRA S.A. Egregor 2020-10-28
900 HMS Holdings Corp. Egregor 2020-10-28
901 Karl F. Jacobs GmbH Egregor 2020-10-28
902 Kenmode, Inc. Egregor 2020-10-28
903 Pascagoula-Gautier School District DoppelPaymer 2020-10-28
904 PT MNC INVESTAMA Tbk. Egregor 2020-10-28
905 RD Management LLC Egregor 2020-10-28
906 The Law Firm of Kate L. Raynor and Associates DoppelPaymer 2020-10-28
907 Valtellina SPA DoppelPaymer 2020-10-28
908 Vogl Meredith Burke, LLP DoppelPaymer 2020-10-28
909 Afrimat - https://www.afrimat.co.za/ NetWalker 2020-10-29
910 Econocom Pysa 2020-10-29
911 Hi-Line Moving Services Conti 2020-10-29
912 TAMINTL.COM CL0P 2020-10-29
913 Avelia Pysa 2020-10-30
914 Campari Group Ragnar_Locker 2020-10-30
915 Hartz Mountain Industries Sodinokibi (REvil) 2020-10-30
916 GPIGAMING.COM Sodinokibi (REvil) 2020-10-31
917 Insignia Environmental Ragnar_Locker 2020-10-31
918 Whistl.UK Conti 2020-10-31
919 Brown Robert LLP Avaddon 2020-11-01
920 CAPCOM Ragnar_Locker 2020-11-01
921 CWF Group Inc. Pysa 2020-11-01
922 Mongoldford Pysa 2020-11-01
923 Teter - https://www.teterae.com/ NetWalker 2020-11-01
924 EFCO forms Avaddon 2020-11-02
925 Golden Aluminum Avaddon 2020-11-02
926 hockley.com NetWalker 2020-11-02
927 J.C. Cannistraro Avaddon 2020-11-02
928 Lonrho Avaddon 2020-11-02
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929 Sky Leasing, LLC Avaddon 2020-11-02
930 Telhai Pysa 2020-11-02
931 Ayuntamiento de Guadarrama Pysa 2020-11-03
932 Hackney Council Pysa 2020-11-03
933 Heartland AG Systems Egregor 2020-11-03
934 https://freschesolutions.com/ NetWalker 2020-11-03
935 NWF GROUP Conti 2020-11-03
936 piedmontplastics.com DarkSide 2020-11-03
937 Tivoli Group Egregor 2020-11-03
938 Gemitchellco Pysa 2020-11-04
939 InfiApps Pay2Key 2020-11-04
940 Market Pioneer Pysa 2020-11-04
941 Mirai Pysa 2020-11-04
942 POLICE SECURITY S.A.C. Ranzy Locker 2020-11-04
943 Rontis Medical Pysa 2020-11-04
944 AMT Senior Aerospace DoppelPaymer 2020-11-05
945 Benchmark Family Services Pysa 2020-11-05
946 Bruce Turner Pysa 2020-11-05
947 Capital Forest Products Egregor 2020-11-05
948 Chatham, County, North Carolina DoppelPaymer 2020-11-05
949 Club Fitness MAZE 2020-11-05
950 Darford Oven Baked Treats Egregor 2020-11-05
951 Degomme Boccard Egregor 2020-11-05
952 Diamond Oil Field Supply Egregor 2020-11-05
953 Dr. Reddy’s Laboratories Ltd. Egregor 2020-11-05
954 Équipements Marquis Inc. Egregor 2020-11-05
955 Genothen Egregor 2020-11-05
956 GOLDEN WEST FOOD GROUP Egregor 2020-11-05
957 Mendes Júnior Pysa 2020-11-05
958 Midwest Express Co DoppelPaymer 2020-11-05
959 Mitsubishi Polysilicon America Corporation DoppelPaymer 2020-11-05
960 New Jersey Dental Hygienists' Association Sodinokibi (REvil) 2020-11-05
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961 Newrest group Egregor 2020-11-05
962 Oviance Egregor 2020-11-05
963 Richardson Sodinokibi (REvil) 2020-11-05
964 Roughrider Internation Ltd. Pysa 2020-11-05
965 Smith & Wesson Egregor 2020-11-05
966 T4G Limited. Egregor 2020-11-05
967 TEC Incorporated Egregor 2020-11-05
968 Tech 2000 Pysa 2020-11-05
969 Affinity Education Pysa 2020-11-06
970 BAGFAS Egregor 2020-11-06
971 Hamrick's, Inc . Egregor 2020-11-06
972 nexiamelbourne.com.au Sodinokibi (REvil) 2020-11-06
973 NOVABIOMEDICAL.COM CL0P 2020-11-06
974 Select Restaurants, Inc. Egregor 2020-11-06
975 Sn Servicing Corporation Egregor 2020-11-06
976 TheLeeco Sodinokibi (REvil) 2020-11-06
977 www.alfortville.fr Ranzy Locker 2020-11-06
978 1-800-FLOWERS.COM, INC. Egregor 2020-11-07
979 Acme Food Sales, Inc Egregor 2020-11-07
980 Altus NZ Ltd Egregor 2020-11-07
981 ARGO Data Resource Corporation Egregor 2020-11-07
982 Davenport Aviation, Inc. Egregor 2020-11-07
983 Double K Industries Egregor 2020-11-07
984 Drive Control Corporation Egregor 2020-11-07
985 Envases Group Egregor 2020-11-07
986 EPE Corporation Egregor 2020-11-07
987 Forja Rotec srl Egregor 2020-11-07
988 Galvani Egregor 2020-11-07
989 GEK TERNA Group Egregor 2020-11-07
990 Gregg Orr Marine & RV Egregor 2020-11-07
991 https://www.scutum.fr/ NetWalker 2020-11-07
992 Idrocentro SPA Egregor 2020-11-07
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993 Living Realty, Inc Egregor 2020-11-07
994 MEI System Egregor 2020-11-07
995 MICROSTAR LOGISTICS Egregor 2020-11-07
996 National Roper's Supply. Egregor 2020-11-07
997 ORR GM SUPERSTORE Egregor 2020-11-07
998 Reko Fulfillment Egregor 2020-11-07
999 Softing AG Egregor 2020-11-07

1000 StayinFront, Inc. Egregor 2020-11-07
1001 Tecniplast Group Egregor 2020-11-07
1002 TeleWorld Solutions Egregor 2020-11-07
1003 Woodburn Diamond Die, Inc Egregor 2020-11-07
1004 ASGCO Complete Conveyor Solutions (www.asgco.com) Sodinokibi (REvil) 2020-11-08
1005 JBS United www.jbsunited.com Sodinokibi (REvil) 2020-11-08
1006 WORLD LOGISTICS USA INC Sodinokibi (REvil) 2020-11-08
1007 Association Caminante DoppelPaymer 2020-11-09
1008 Bailly-Creat Laboratory DoppelPaymer 2020-11-09
1009 Century Furniture, LLC DoppelPaymer 2020-11-09
1010 https://isolvedbenefitservices.com/ NetWalker 2020-11-09
1011 https://www.activisu.com/en/ NetWalker 2020-11-09
1012 Hudco Electric Supply Ltd DoppelPaymer 2020-11-09
1013 Innelec Multimédia DoppelPaymer 2020-11-09
1014 IT-Nubia DoppelPaymer 2020-11-09
1015 Salem Town Hall DoppelPaymer 2020-11-09
1016 FINSA Ragnar_Locker 2020-11-10
1017 Serinus Energy Plc Pysa 2020-11-10
1018 Wackler https://www.wackler-group.de/ NetWalker 2020-11-10
1019 CSAT https://csat.com/ NetWalker 2020-11-11
1020 Dayliff Pysa 2020-11-11
1021 sobek-drives https://sobek-drives.de/ NetWalker 2020-11-11
1022 Burgham Sales Ltd DoppelPaymer 2020-11-12
1023 Entrust Energy - https://www.entrustenergy.com NetWalker 2020-11-12
1024 https://www.kinaxia.fr/ NetWalker 2020-11-12
1025 Wisconsin Public Radio Pysa 2020-11-12
1026 Aevitas Inc DoppelPaymer 2020-11-13
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1027 Alaska Industrial Hardware - https://www.aih.com/ NetWalker 2020-11-13
1028 https://www.homegroup.com.au/ NetWalker 2020-11-13
1029 Miltenyi Biotec Mount Locker 2020-11-13
1030 St. Mary School Hyde Park Pysa 2020-11-13
1031 American Bank Systems INC Avaddon 2020-11-14
1032 Arco Spedizioni S.p.A Egregor 2020-11-14
1033 Beroki Egregor 2020-11-14
1034 Delta Fire Protection Egregor 2020-11-14
1035 Factoryoficina Sl. Egregor 2020-11-14
1036 Heckler AG Egregor 2020-11-14
1037 ILG.COM.AU Sodinokibi (REvil) 2020-11-14
1038 MT-LAW Pay2Key 2020-11-14
1039 OTEXIO Egregor 2020-11-14
1040 Sollio Groupe Coopératif (https://sollio.coop) NetWalker 2020-11-14
1041 Tree Top Sodinokibi (REvil) 2020-11-14
1042 Acciaitubi S.p.A. Egregor 2020-11-15
1043 COLDWATER ORTHODONTICS Egregor 2020-11-15
1044 Datamatics Cuba 2020-11-15
1045 IFI PEINTURE Egregor 2020-11-15
1046 Indespension ltd. Egregor 2020-11-15
1047 IOC PRINT Egregor 2020-11-15
1048 Kemp Smith LLP. Egregor 2020-11-15
1049 Mayr-Melnhof Holz Holding AG Egregor 2020-11-15
1050 MBNI Truck & Van Egregor 2020-11-15
1051 Midland Steel Company Egregor 2020-11-15
1052 Pizon Et Cie Egregor 2020-11-15
1053 Scope Realty Egregor 2020-11-15
1054 Sotreq Egregor 2020-11-15
1055 Staudinger Bau GmbH Egregor 2020-11-15
1056 The Edinburgh Woollen Mill Ltd. Egregor 2020-11-15
1057 Virvelle S.R.L. Egregor 2020-11-15
1058 CMC Consulting Sodinokibi (REvil) 2020-11-16
1059 COMPAL DoppelPaymer 2020-11-16
1060 Diamond Products, Limited DoppelPaymer 2020-11-16
1061 INTERNATIONAL CONTAINER ET TRANSPORT DoppelPaymer 2020-11-16
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1062 Power Systems & Controls, Inc. DoppelPaymer 2020-11-16
1063 Siplec.com Sodinokibi (REvil) 2020-11-16
1064 Southwest Business Products Ltd DoppelPaymer 2020-11-16
1065 apstemps.com DarkSide 2020-11-17
1066 P A Roc-Houston (Reconstructive Orthopedic Center) DoppelPaymer 2020-11-17
1067 Riggins Company Pysa 2020-11-17
1068 Bene Ficencia Pysa 2020-11-18
1069 Communication Components Inc. Egregor 2020-11-18
1070 Country Chevrolet Inc. / AGB Waranty Services LLC Egregor 2020-11-18
1071 Darby Group Sodinokibi (REvil) 2020-11-18
1072 Delta Dental Plans Association Egregor 2020-11-18
1073 Farbchemie Braun GmbH & Co. Egregor 2020-11-18
1074 Fulcrum Construction Group Egregor 2020-11-18
1075 General Datatech, LP. Egregor 2020-11-18
1076 Hanon Systems Egregor 2020-11-18
1077 Henick Lane, Inc. Egregor 2020-11-18
1078 https://www.finisterehabitat.fr/ NetWalker 2020-11-18
1079 New Zealand Bloom Egregor 2020-11-18
1080 Paramount Dental Studio Egregor 2020-11-18
1081 Quebe Holdings, Inc. Egregor 2020-11-18
1082 Service Experts LLC Egregor 2020-11-18
1083 VAMAC Inc. Egregor 2020-11-18
1084 21st Century Equipment LLC. Egregor 2020-11-19
1085 APOFRUIT Egregor 2020-11-19
1086 groupecivitas.com NetWalker 2020-11-19
1087 Headlam Egregor 2020-11-19
1088 http://www.sternadvertising.com/ NetWalker 2020-11-19
1089 Refreshment Services Pepsi Egregor 2020-11-19
1090 Schoppman Company, Inc. Egregor 2020-11-19
1091 AMPLITUDE AUTO DoppelPaymer 2020-11-20
1092 CNI Community Newspapers, Inc. DoppelPaymer 2020-11-20
1093 doorcontrolsusa.com DarkSide 2020-11-20
1094 Gardiner Public Schools DoppelPaymer 2020-11-20
1095 Gilbert Martin Woodworking Company, Inc. DoppelPaymer 2020-11-20
1096 Homeperf DoppelPaymer 2020-11-20
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1097 https://hillhouseconstruction.com/ NetWalker 2020-11-20
1098 Illinois Gas Company / Utility Safety & Design, Inc. DoppelPaymer 2020-11-20
1099 PwC(Tyconz) Egregor 2020-11-20
1100 United Tactical Systems, LLC / WY Technology / Pepperball TechnologiesDoppelPaymer 2020-11-20
1101 Cenconsud Egregor 2020-11-21
1102 EMAG company Sodinokibi (REvil) 2020-11-21
1103 Merchant Taylors' School Pysa 2020-11-21
1104 P J Hayman & Company Ltd Egregor 2020-11-21
1105 Mid-Florida Pathology Pysa 2020-11-22
1106 Outwest Express LLC Pysa 2020-11-22
1107 Do & Co Catering DoppelPaymer 2020-11-23
1108 Finance Evolution Pysa 2020-11-23
1109 forbesenergyservices.com DarkSide 2020-11-23
1110 Goodman Manufacturing Egregor 2020-11-23
1111 KRD Trucking DoppelPaymer 2020-11-23
1112 O’Day Equipment, LLC / O'Day Management Inc / O'DayTank & Steel LLCDoppelPaymer 2020-11-23
1113 https://www.umanis.com/ NetWalker 2020-11-24
1114 Kenneth Copeland Sodinokibi (REvil) 2020-11-24
1115 Tekkel, Book, Matthews & Limmer LLP DoppelPaymer 2020-11-24
1116 WSN https://www.wsn.de/ NetWalker 2020-11-24
1117 archirodon.net DarkSide 2020-11-25
1118 Central Equity Limited Egregor 2020-11-25
1119 Endemol Shine group DoppelPaymer 2020-11-25
1120 GGS INC Mount Locker 2020-11-25
1121 Grazer St. Franziskus Apotheke Egregor 2020-11-25
1122 GROUPE MONDIAL FRIGO Egregor 2020-11-25
1123 ICE Services, Inc. Egregor 2020-11-25
1124 KNEIP COMMUNICATION S.A. DoppelPaymer 2020-11-25
1125 McKinney Pysa 2020-11-25
1126 NTN http://www.ntnamericas.com/en/ NetWalker 2020-11-25
1127 Serincogrupo www.serincogrupo.com NetWalker 2020-11-25
1128 Setpoint Integrated Solutions Egregor 2020-11-25
1129 St. Margaret’s Hospice Care Pysa 2020-11-25
1130 AdComm Inc. Egregor 2020-11-26
1131 African Minerals Ltd Egregor 2020-11-26
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1132 Air Force Villages Inc Egregor 2020-11-26
1133 argentina.gob.ar Sodinokibi (REvil) 2020-11-26
1134 C&K Market Inc. Egregor 2020-11-26
1135 ctag.com Sodinokibi (REvil) 2020-11-26
1136 Digital Antena Group Egregor 2020-11-26
1137 Filmatic Industrie SAS Egregor 2020-11-26
1138 Frigotehnica SA Egregor 2020-11-26
1139 https://www.procapslaboratorios.com/ NetWalker 2020-11-26
1140 Jacobsen Construction Co., Inc. Egregor 2020-11-26
1141 Maisons Ty Breiz Egregor 2020-11-26
1142 Ouest France Egregor 2020-11-26
1143 PBS Group Egregor 2020-11-26
1144 Spring ISD Egregor 2020-11-26
1145 STEWARD BANK Egregor 2020-11-26
1146 Syscon Trading Egregor 2020-11-26
1147 The Cary Company Egregor 2020-11-26
1148 Tolsma Techniek Emmeloord B.V. Egregor 2020-11-26
1149 Unidas Egregor 2020-11-26
1150 Veracel Celulose Egregor 2020-11-26
1151 WIPOTEC-OCS GmbH Egregor 2020-11-26
1152 ALLSTATEPETERBILT.COM CL0P 2020-11-27
1153 BretzRV Conti 2020-11-27
1154 https://www.djb.com/ NetWalker 2020-11-27
1155 Metcap Living Management Inc DoppelPaymer 2020-11-27
1156 Nipissing First Nation DoppelPaymer 2020-11-27
1157 Torello Moving Strategies Pysa 2020-11-27
1158 Brian Paul https://brianpaul.co.uk/ NetWalker 2020-11-28
1159 fm-advogados.com.br Sodinokibi (REvil) 2020-11-28
1160 Max. Aarts Pysa 2020-11-28
1161 Nama Khoi Municipality Pysa 2020-11-29
1162 Overlake Obstetricians & Gynecologists,PC Pysa 2020-11-29
1163 Salesianum School Pysa 2020-11-29
1164 220 Laboratories Conti 2020-11-30
1165 Advantech Conti 2020-11-30
1166 arrowtruck.com DarkSide 2020-11-30
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1167 City of Portland / Portland, Texas DoppelPaymer 2020-11-30
1168 Conn Selmer Conti 2020-11-30
1169 East Coast Seafood Ragnar_Locker 2020-11-30
1170 Embraer S.A. RansomEXX 2020-11-30
1171 garberbuickgmc.com DarkSide 2020-11-30
1172 Grupo Infoar Pysa 2020-11-30
1173 https://www.mainsailhotels.com/ NetWalker 2020-11-30
1174 Precoat Metals Corp DoppelPaymer 2020-11-30
1175 The Lighting Practice, Inc RansomEXX 2020-11-30
1176 Brookfield Public Schools Pysa 2020-12-01
1177 DFW Communications,Inc. Pysa 2020-12-01
1178 https://us.britax.com/ NetWalker 2020-12-01
1179 Leonardo Company / Kopter Group LockBit 2020-12-01
1180 Randstad USA Egregor 2020-12-01
1181 Altamaha Federal Credit Union Egregor 2020-12-02
1182 ELANDRETAIL.COM CL0P 2020-12-02
1183 https://local881ufcw.org/ Sodinokibi (REvil) 2020-12-02
1184 Ixsight Technologies Pvt Ltd Conti 2020-12-02
1185 namesouth, LLC NetWalker 2020-12-02
1186 PARKLAND.CA CL0P 2020-12-02
1187 STUART OLSON INC. Everest 2020-12-02
1188 stuller.com DarkSide 2020-12-02
1189 Summit Appliance Pysa 2020-12-02
1190 Traugott Building Contractors Inc. Everest 2020-12-02
1191 Tricull Industries, Inc. Cleaning Systems Company Conti 2020-12-02
1192 EllisDon Everest 2020-12-03
1193 IDFC FIRST Bank Everest 2020-12-03
1194 Jacob Bros Construction Everest 2020-12-03
1195 King Henrys Pysa 2020-12-03
1196 Pomerleau Everest 2020-12-03
1197 Provenza Floors Pysa 2020-12-03
1198 Riverside Community Care Inc Conti 2020-12-03
1199 Weir & Partners LLP Everest 2020-12-03
1200 Bath Local Schools Egregor 2020-12-04
1201 Berkey Engineering Egregor 2020-12-04
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1202 BrandsDistribution Egregor 2020-12-04
1203 Brustor DoppelPaymer 2020-12-04
1204 CCCA-BTP Egregor 2020-12-04
1205 Comisión Nacional de Seguros y Fianzas LockBit 2020-12-04
1206 Express Printers Egregor 2020-12-04
1207 National AIDS Control Council Avaddon 2020-12-04
1208 Nutrasource Egregor 2020-12-04
1209 ProTel Conti 2020-12-04
1210 Taylor County Appraisal District Conti 2020-12-04
1211 Truform Manufacturing Egregor 2020-12-04
1212 tsne.co.kr LockBit 2020-12-04
1213 Viking Packing Specialist Egregor 2020-12-04
1214 WINGYIP DarkSide 2020-12-04
1215 Writer Business Services Pvt Ltd Egregor 2020-12-04
1216 Brickhaus Pysa 2020-12-05
1217 HEKEMIAN Sodinokibi (REvil) 2020-12-05
1218 High Point Engineering Sodinokibi (REvil) 2020-12-05
1219 Monterey Bay Air Resources District Avaddon 2020-12-05
1220 RMD Kwikform Sodinokibi (REvil) 2020-12-05
1221 Shasun Chemicals & Drugs Ragnar_Locker 2020-12-05
1222 Foxconn Technology Group (Foxconn (NA)) DoppelPaymer 2020-12-06
1223 Groupe Atlantic RansomEXX 2020-12-06
1224 Kilpatrick Townsend & Stockton DarkSide 2020-12-06
1225 The FitzWimark School Pysa 2020-12-06
1226 Great Southern Wood Preserving, Incorporated Conti 2020-12-07
1227 T.E.D. COM GMBH DarkSide 2020-12-07
1228 colortech.com DarkSide 2020-12-08
1229 floridapaints Conti 2020-12-08
1230 Gastroenterology Consultants Conti 2020-12-08
1231 Hantover,Inc Conti 2020-12-08
1232 QUENCH Conti 2020-12-08
1233 FDR & CP SERVICES Sodinokibi (REvil) 2020-12-09
1234 HT Medica Conti 2020-12-09
1235 Illuma Commercial, Retail & Leisure Lighting Solutions Conti 2020-12-09
1236 LLOYDSHOE DarkSide 2020-12-09
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1237 National property valuation advisors Conti 2020-12-09
1238 New York Foundation for Senior Citizens Conti 2020-12-09
1239 Palos Community Consolidated School District 118 Pysa 2020-12-09
1240 Stewart, Gee-Murray cpa llp Conti 2020-12-09
1241 Taylor Made Diagnostics, Inc Conti 2020-12-09
1242 UniPro Foodservice Conti 2020-12-09
1243 Cardinal Logistics Sodinokibi (REvil) 2020-12-10
1244 CCS Pysa 2020-12-10
1245 DASSAULT FALCON JET Ragnar_Locker 2020-12-10
1246 DeLonghi America Inc. Conti 2020-12-10
1247 Flamingo Horticulture Pysa 2020-12-10
1248 Little Elm Pysa 2020-12-10
1249 The Bay Family of Companies Conti 2020-12-10
1250 Vancouver International Airport Everest 2020-12-10
1251 YVR Everest 2020-12-10
1252 https://www.staircase.co.nz/ NetWalker 2020-12-11
1253 https://www.thorite.co.uk/ NetWalker 2020-12-11
1254 Kellwood Apparel NetWalker 2020-12-11
1255 Kiolbassa Smoked Meats Conti 2020-12-11
1256 Nav Jeevan Co-op. Bank Ltd. Egregor 2020-12-11
1257 Paschal Air, Plumbing & Electric DoppelPaymer 2020-12-11
1258 Quorum International LP Egregor 2020-12-11
1259 Grupo Segura DarkSide 2020-12-12
1260 Canada Place Everest 2020-12-13
1261 Cobb Technologies DarkSide 2020-12-13
1262 Forest Construction Ragnar_Locker 2020-12-13
1263 Inchcape Australia RansomEXX 2020-12-13
1264 Intecs group Pysa 2020-12-13
1265 Intel - Habana Lads Pay2Key 2020-12-13
1266 Petco Animal Supplies Stores, INC Everest 2020-12-13
1267 Plaza and Meadow Everest 2020-12-13
1268 Regent Elementary School Everest 2020-12-13
1269 Town Centre Park Everest 2020-12-13
1270 TransLink Everest 2020-12-13
1271 Walmart 1119 Everest 2020-12-13
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1272 WorldPosta DarkSide 2020-12-13
1273 Apex Laboratory, Inc. DoppelPaymer 2020-12-14
1274 Bentek Sodinokibi (REvil) 2020-12-14
1275 Dr. Macho + Partner Sodinokibi (REvil) 2020-12-14
1276 Exide Technologies Conti 2020-12-14
1277 JMA Energy Ragnar_Locker 2020-12-14
1278 La Prensa De San Antonio Conti 2020-12-14
1279 Minerals Technologies Inc. Egregor 2020-12-14
1280 Romanoff Group Pysa 2020-12-14
1281 Rotek Incorporated Conti 2020-12-14
1282 Samson Holding Conti 2020-12-14
1283 Warren, Washington & Albany Counties ARC Conti 2020-12-14
1284 INTERG Pay2Key 2020-12-15
1285 IRLE DEUZ GmbH DarkSide 2020-12-15
1286 Trevor Sorbie Sodinokibi (REvil) 2020-12-15
1287 Tsys Payment Solutions Conti 2020-12-15
1288 AHT Global Avaddon 2020-12-16
1289 Dade City FL Avaddon 2020-12-16
1290 Doak Shirreff Lawyers Pysa 2020-12-16
1291 Equinox Payments Egregor 2020-12-16
1292 G&D Integrated Conti 2020-12-16
1293 Garvin Promotion Group, LLC. Avaddon 2020-12-16
1294 Grand Annecy Agglomeration Pysa 2020-12-16
1295 Intersport GmbH Conti 2020-12-16
1296 VLC Distribution INC Conti 2020-12-16
1297 КОЕ Avaddon 2020-12-16
1298 Innotech Windows & Doors NetWalker 2020-12-17
1299 A123 Systems LLC DoppelPaymer 2020-12-18
1300 Alphacam GmbH DoppelPaymer 2020-12-18
1301 Amscot Corporation Egregor 2020-12-18
1302 Century 3, Inc. Mount Locker 2020-12-18
1303 Cleveland Electric Laboratories DoppelPaymer 2020-12-18
1304 Enerstar Rentals & Services Mount Locker 2020-12-18
1305 Epicor Software Corporation Egregor 2020-12-18
1306 Forrester Construction Mount Locker 2020-12-18
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1307 FRANCIAFLEX (MAC GROUPE) DoppelPaymer 2020-12-18
1308 Grupo SADA Ragnar_Locker 2020-12-18
1309 Gunnebo AB Mount Locker 2020-12-18
1310 https://connectivitypoint.com/ NetWalker 2020-12-18
1311 HUBER+SUHNER Sodinokibi (REvil) 2020-12-18
1312 Memry Corporation Mount Locker 2020-12-18
1313 Newmark Grubb|CBI Conti 2020-12-18
1314 Peter Pan Seafoods, Inc. DoppelPaymer 2020-12-18
1315 SYMRISE.COM CL0P 2020-12-18
1316 ThyssenKrupp System Engineering Mount Locker 2020-12-18
1317 Weslaco Independet School District Conti 2020-12-18
1318 Ãstre Toten Kommune Voksenopplring Pysa 2020-12-19
1319 axiomstone.co.uk Sodinokibi (REvil) 2020-12-19
1320 CareersUSA Conti 2020-12-19
1321 Cleveland Institute of Music Pysa 2020-12-19
1322 ecsgroupe.com DarkSide 2020-12-19
1323 John Brooks Company Conti 2020-12-19
1324 LifeQuotes Conti 2020-12-19
1325 Lincoln County, Washington Conti 2020-12-19
1326 Sangoma Conti 2020-12-19
1327 The Broe Group Conti 2020-12-19
1328 WigWam Conti 2020-12-19
1329 Commport Communications Lorenz 2020-12-20
1330 IQPC Corporate RansomEXX 2020-12-20
1331 POLIFILM GmbH DarkSide 2020-12-20
1332 Ficosa Sodinokibi (REvil) 2020-12-21
1333 https://www.tierney.com/ NetWalker 2020-12-21
1334 Hurtigruten / Atea ASA DoppelPaymer 2020-12-21
1335 IAI Pay2Key 2020-12-21
1336 Leon Medical Centers Conti 2020-12-21
1337 NetVigour Inc Avaddon 2020-12-21
1338 Nygard International NetWalker 2020-12-21
1339 Quirk Cars Egregor 2020-12-21
1340 White Management Corp. Conti 2020-12-21
1341 Youth Habilitation Quinte Conti 2020-12-21
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1342 Ashland Technologies Conti 2020-12-22
1343 ATB Morley Conti 2020-12-22
1344 Dilawri Group of Companies Egregor 2020-12-22
1345 Ghilotti Bros. Inc Sodinokibi (REvil) 2020-12-22
1346 Greater Allen Development Corporation Conti 2020-12-22
1347 Intensive Care On-Line Network , Inc. Avaddon 2020-12-22
1348 Norwescap Conti 2020-12-22
1349 seth wadley auto group Conti 2020-12-22
1350 Stone Legends Conti 2020-12-22
1351 The Judge Organization Companies Conti 2020-12-22
1352 The Washington Firm, Ltd. Conti 2020-12-22
1353 ThyssenKrupp Holding Conti 2020-12-22
1354 Washington County Sheriff's Office Conti 2020-12-22
1355 bolpegas.com Ragnarok 2020-12-23
1356 International Longshore & Warehouse Union Avaddon 2020-12-23
1357 NAURA Akrion Egregor 2020-12-23
1358 Oxford Properties Group Everest 2020-12-23
1359 Payzant Building Products Ltd Avaddon 2020-12-23
1360 RPM Performance Coatings Group RansomEXX 2020-12-23
1361 Adecco Group Egregor 2020-12-24
1362 Carvajal S.A. Egregor 2020-12-24
1363 Communauto Sodinokibi (REvil) 2020-12-24
1364 Exclusive Networks Egregor 2020-12-24
1365 Feralpi Group Egregor 2020-12-24
1366 G.E. Richards Graphics LockBit 2020-12-24
1367 IWTDEESIDE.CO.UK DarkSide 2020-12-24
1368 SwissReal Group Everest 2020-12-24
1369 TheHospitalGroup Sodinokibi (REvil) 2020-12-24
1370 Transform SR Brands LLC.(Sears,KMART) Egregor 2020-12-24
1371 Workforce Logiq aka ZeroChaos NetWalker 2020-12-24
1372 Amey plc Mount Locker 2020-12-26
1373 Elementia SAB de CV Nefilim 2020-12-26
1374 Implanta Spa Pysa 2020-12-26
1375 Whirlpool Corporation Nefilim 2020-12-26
1376 Wolf Lake Industrial Center and Terminals Pysa 2020-12-26
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1377 Clarkbuilders Everest 2020-12-28
1378 clubcampestre.co Ragnarok 2020-12-28
1379 fcs.com Ragnarok 2020-12-28
1380 Ledcor Everest 2020-12-28
1381 Mairie de Marolles-en-Brie Avaddon 2020-12-28
1382 Oil Company Greenville SC & the Upstate - Echols Oil Company, IncConti 2020-12-28
1383 portinfo.com.br Ragnarok 2020-12-28
1384 Portnox Pay2Key 2020-12-28
1385 searlehart.com Ragnarok 2020-12-28
1386 Texas Department of Transportation RansomEXX 2020-12-28
1387 Turner Construction Company Everest 2020-12-28
1388 wega.com.ar Ragnarok 2020-12-28
1389 http://www.btsbm.com/ NetWalker 2020-12-29
1390 Al Maya Group LLC Egregor 2020-12-30
1391 Blackburn Radio CANADA https://www.1017theone.ca/ NetWalker 2020-12-30
1392 Finalyse Avaddon 2020-12-30
1393 Haggard & Stocking Associates Inc Egregor 2020-12-30
1394 Peters Bosel Lawyers Pysa 2020-12-30
1395 Shaft Drillers International (shaftdrillers.com) NetWalker 2020-12-30
1396 cdncontrols.ca Ragnarok 2020-12-31
1397 Grant Supplies Pysa 2020-12-31
1398 invodane.com Ragnarok 2020-12-31
1399 kingsdaleadvisors.com Ragnarok 2020-12-31
1400 porterramsay Ragnarok 2020-12-31
1401 Tucker Oil Company Inc. Pysa 2020-12-31
1402 bocagroup.com BABUK LOCKER 2021-01-03
1403 OMV System France DarkSide 2021-01-03
1404 Ribstein & Hogan law firm Sodinokibi (REvil) 2021-01-03
1405 St. James Parish Credit Union RansomEXX 2021-01-03
1406 https://www.expresshsp.com/ NetWalker 2021-01-04
1407 mecol.es BABUK LOCKER 2021-01-04
1408 ThyssenKrupp Materials NA (thyssenkrupp-materials-na.com) NetWalker 2021-01-04
1409 https://groupe.coffim.fr/ NetWalker 2021-01-05
1410 https://randallconstruction.com/ NetWalker 2021-01-05
1411 https://www.larochelle.fr/ NetWalker 2021-01-05
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1412 human.de BABUK LOCKER 2021-01-05
1413 spiratex.com BABUK LOCKER 2021-01-05
1414 Gesgapegiag Conti 2021-01-08
1415 Promutuel Fédération de Société Mutuelles d'Assurances Générales Life and Health InsuranceDoppelPaymer 2021-01-08
1416 Multifeeder Lorenz 2021-01-10
1417 Fattorie Garofalo Soc. Coop. Agricola Conti 2021-01-11
1418 GRAND POWER, S.R.O. Sodinokibi (REvil) 2021-01-11
1419 Schick Civil Construction Ltd Conti 2021-01-11
1420 Scotch Plywood Company Conti 2021-01-11
1421 STAAB and KOLLEGEN DarkSide 2021-01-11
1422 stoewer Ragnarok 2021-01-11
1423 Supply New England Conti 2021-01-11
1424 The Fayette County Emergency Management Agency Conti 2021-01-11
1425 BIOREP TECHNOLOGIES, INC. Avaddon 2021-01-12
1426 City of Rocky Mount Conti 2021-01-12
1427 Creccal Investments Ltd Conti 2021-01-12
1428 Legacy Farms Llc Conti 2021-01-12
1429 MK-Technik Avaddon 2021-01-12
1430 Plantaciones de PlÃ¡tano Pysa 2021-01-12
1431 Sunny Hills Management Co Conti 2021-01-12
1432 Thinkware Pysa 2021-01-12
1433 Windemuller Lorenz 2021-01-12
1434 https://www.bremskerl.de/ NetWalker 2021-01-13
1435 Jebco Agencies Inc. Pysa 2021-01-13
1436 MEDTRON Conti 2021-01-13
1437 Metroplex Cabinets Conti 2021-01-13
1438 Quality Resource Group Conti 2021-01-13
1439 Scottish environment protection agency Conti 2021-01-13
1440 Stark Metal Sales Inc Conti 2021-01-13
1441 Allanasons Ltd Avaddon 2021-01-14
1442 AMEY.CO.UK CL0P 2021-01-14
1443 Gulf Copper Conti 2021-01-14
1444 Harris Altman PC NetWalker 2021-01-14
1445 https://bdi-insurance.com/ NetWalker 2021-01-14
1446 Murchison & Cumming Conti 2021-01-14
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1447 Siesacloud Pysa 2021-01-14
1448 adpma - Delivering Advanced Solutions DoppelPaymer 2021-01-15
1449 alentec.com BABUK LOCKER 2021-01-15
1450 Squamish Cuba 2021-01-15
1451 The Abaco Club on Winding Bay Conti 2021-01-15
1452 Neenan Company Pysa 2021-01-16
1453 arfdlaw.com DarkSide 2021-01-17
1454 Blueknight Energy Partners Pysa 2021-01-17
1455 moreschi.it Ragnarok 2021-01-17
1456 Beata Truck Licenses Inc NetWalker 2021-01-18
1457 HEUSSEN Rechtsanwaltsgesellschaft mbH DarkSide 2021-01-18
1458 https://theexpogroup.com/ NetWalker 2021-01-18
1459 https://titan-elec.com/ NetWalker 2021-01-18
1460 SUPERGAS www.supergas.com NetWalker 2021-01-18
1461 WELLNESS www.granitewellness.org NetWalker 2021-01-18
1462 I-D Foods Corporation DarkSide 2021-01-19
1463 Legacyfarms LLC Conti 2021-01-19
1464 Colliers International Nefilim 2021-01-20
1465 https://www.cobbtechnologies.com/ NetWalker 2021-01-20
1466 https://www.rennerotto.com/ NetWalker 2021-01-20
1467 ISOLVED DarkSide 2021-01-20
1468 OneDigital DarkSide 2021-01-20
1469 Orcas Naturals Conti 2021-01-20
1470 E.H. Wachs Pipe Cutters Cuba 2021-01-21
1471 First Coast Logistics Services Cuba 2021-01-21
1472 Homeland Title LockBit 2021-01-21
1473 Learning Resources Cuba 2021-01-21
1474 The Rose Executive Team Cuba 2021-01-21
1475 USAirports Cuba 2021-01-21
1476 ECHO-USA DarkSide 2021-01-22
1477 https://www.ulcrobotics.com/ NetWalker 2021-01-22
1478 Syracuse New Times Pysa 2021-01-22
1479 Powerblanket Pysa 2021-01-23
1480 Smith Conti 2021-01-23
1481 Vander-Bend Manufacturing Conti 2021-01-23
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1482 Beijer Ref group Nefilim 2021-01-24
1483 Ultrapar Participações S.A. RansomEXX 2021-01-24
1484 Württemberger Medien GmbH & Co. KG BABUK LOCKER 2021-01-24
1485 American Heart of Poland Inc Avaddon 2021-01-25
1486 BEAUTYWEST, INC. Everest 2021-01-25
1487 CARLBELT Conti 2021-01-25
1488 dmkarchitects.com NetWalker 2021-01-25
1489 eurapo.it Ragnarok 2021-01-25
1490 http://www.naevageophysics.com/ NetWalker 2021-01-25
1491 https://mysacpa.com/ NetWalker 2021-01-25
1492 https://www.rangeramerican.com/ NetWalker 2021-01-25
1493 Placon Nefilim 2021-01-25
1494 THE7STARS.CO.UK CL0P 2021-01-25
1495 Cornerstone-BB Group Ragnar_Locker 2021-01-26
1496 rtfc.ca NetWalker 2021-01-26
1497 The Bascom Pysa 2021-01-26
1498 Transtar1 Mount Locker 2021-01-26
1499 VENTILABEC Conti 2021-01-26
1500 VISTEX www.vistex.com NetWalker 2021-01-26
1501 Allegheny Intermediate Unit Conti 2021-01-27
1502 Charm Nefilim 2021-01-27
1503 ColorPoint Print Conti 2021-01-27
1504 Dallas Production Pysa 2021-01-27
1505 GNP Seguros Nefilim 2021-01-27
1506 Prefeitura de BalneÃ¡rio CamboriÃº Pysa 2021-01-27
1507 Preferred Home Care Sodinokibi (REvil) 2021-01-27
1508 Inter-State Studio DarkSide 2021-01-28
1509 juandevaldes Ragnarok 2021-01-28
1510 Penn Emblem Conti 2021-01-28
1511 semantica Ragnarok 2021-01-28
1512 The Brevard County Sheriff Conti 2021-01-28
1513 Valley Wide Cooperative Conti 2021-01-28
1514 Vistra RansomEXX 2021-01-28
1515 Baldwin Wallace University Pysa 2021-01-29
1516 http://SERCO.COM BABUK LOCKER 2021-01-29
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1517 ISSA DarkSide 2021-01-29
1518 Kahan, Kerensky & Capossela LLP Sodinokibi (REvil) 2021-01-29
1519 medicair.it Ragnarok 2021-01-29
1520 Netcom Kassel Conti 2021-01-29
1521 Viport Pysa 2021-01-29
1522 Conestoga Meat Packers Ltd Conti 2021-01-30
1523 http://wonderbox.fr DarkSide 2021-01-30
1524 La ChÃ¢taigneraie Pysa 2021-01-30
1525 Lo Studio Bartoli & Arveda Pysa 2021-01-30
1526 MDANDB DarkSide 2021-01-30
1527 ProSource Wholesale Pysa 2021-01-30
1528 A Superior Towing Pysa 2021-01-31
1529 American Industrial Felt & Supply, Inc Pysa 2021-01-31
1530 BEE LINE LOGISTICS, INC Avaddon 2021-02-01
1531 FBL Advogados Avaddon 2021-02-01
1532 Georgetown County South Carolina Government DoppelPaymer 2021-02-01
1533 Groupe Qualinet Inc. Avaddon 2021-02-01
1534 Hardy Buoys Smoked Fish Inc Avaddon 2021-02-01
1535 http://weilandlogistics.com Sodinokibi (REvil) 2021-02-01
1536 JB Martin DoppelPaymer 2021-02-01
1537 KEITH MACHINERY CORP Avaddon 2021-02-01
1538 Pénélope DarkSide 2021-02-01
1539 PT Asuransi Bintang Tbk Avaddon 2021-02-01
1540 Somerset ISD Avaddon 2021-02-01
1541 VAUGHN CONCRETE PRODUCTS , INC Avaddon 2021-02-01
1542 Westech Systems INC DoppelPaymer 2021-02-01
1543 Westside Door INC DoppelPaymer 2021-02-01
1544 AIDA GLOBAL DarkSide 2021-02-02
1545 copel.com DarkSide 2021-02-02
1546 E. & J. Gallo Winery Sodinokibi (REvil) 2021-02-02
1547 Indura SA RansomEXX 2021-02-02
1548 SIERRAMEAT DarkSide 2021-02-02
1549 UCAR.FR Sodinokibi (REvil) 2021-02-02
1550 Civinity Solutions Sodinokibi (REvil) 2021-02-03
1551 DOUG HOLLYHAND REALTY, INC. Conti 2021-02-03
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1552 Elite Software , Inc Avaddon 2021-02-03
1553 FAPS Inc Astro Team 2021-02-03
1554 FAPS Inc. Mount Locker 2021-02-03
1555 Jacobsen Construction Co., Inc. DoppelPaymer 2021-02-03
1556 MundoFertil Avaddon 2021-02-03
1557 Nocona General Hospital Conti 2021-02-03
1558 Prima Frutta Conti 2021-02-03
1559 SVI ASSURANCES Avaddon 2021-02-03
1560 Urbaser DoppelPaymer 2021-02-03
1561 XCOAL DarkSide 2021-02-03
1562 Yamagata Prefectural Federation of Societies of Commerce and IndustryDoppelPaymer 2021-02-03
1563 kirwanspellacy.com DarkSide 2021-02-04
1564 OAK VALLEY COMMUNITY BANK DarkSide 2021-02-04
1565 Pace Center for Girls, Inc Conti 2021-02-04
1566 Reese , Pyle , Drake & Meyer , P.L.L Sodinokibi (REvil) 2021-02-04
1567 remaxkelowna Conti 2021-02-04
1568 Frulact BABUK LOCKER 2021-02-05
1569 http://alacorporation.com DarkSide 2021-02-05
1570 IDS Online Store Pysa 2021-02-05
1571 Zionsville Community Schools Pysa 2021-02-05
1572 amicogroup.com DarkSide 2021-02-06
1573 laboratoriovaldes Ragnarok 2021-02-06
1574 Soluzioni Infrastrutturali Telefoniche ed Elettriche S.p.A. RansomEXX 2021-02-06
1575 discountcar.com DarkSide 2021-02-07
1576 PEKAES.PL DarkSide 2021-02-07
1577 Brain:IT Pysa 2021-02-08
1578 General Insulation Sodinokibi (REvil) 2021-02-08
1579 http://corporateturnaround.com Conti 2021-02-08
1580 Jacobs Vanaman Agency Insurance Sodinokibi (REvil) 2021-02-08
1581 Kaye/Bassman International Ragnar_Locker 2021-02-08
1582 Komori America DarkSide 2021-02-08
1583 MUNOZ TRUCKING Conti 2021-02-08
1584 SOUTHERN CONCRETE & CONSTRUCTION, INC. Sodinokibi (REvil) 2021-02-08
1585 wimex-online Ragnarok 2021-02-08
1586 clearfieldco.org Conti 2021-02-09
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1587 D.W. Haber & Son Pysa 2021-02-09
1588 Afts Cuba 2021-02-10
1589 Blackhawk Mining Pysa 2021-02-10
1590 EAGLE.ORG CL0P 2021-02-10
1591 JONESDAY.COM CL0P 2021-02-10
1592 Resort Lifestyle Communities Sodinokibi (REvil) 2021-02-10
1593 segafredo.com.au DarkSide 2021-02-10
1594 City of Novato, California DoppelPaymer 2021-02-11
1595 Georgia Crown Distributing Co. DoppelPaymer 2021-02-11
1596 PratoAllarmi SRL DoppelPaymer 2021-02-11
1597 The managementtrust Lorenz 2021-02-11
1598 Atlantic, Tomorrow Conti 2021-02-13
1599 Innovsource Conti 2021-02-13
1600 TL Machine Conti 2021-02-13
1601 Caster Concepts Conti 2021-02-14
1602 Esteyco Pysa 2021-02-14
1603 SkyeTec Conti 2021-02-14
1604 SMC Industries Conti 2021-02-14
1605 Dailry Farm Sodinokibi (REvil) 2021-02-15
1606 Diamonds international Conti 2021-02-15
1607 FUGRO.COM CL0P 2021-02-15
1608 Island Pacific Conti 2021-02-15
1609 morris costumes Conti 2021-02-15
1610 Rehoboth McKinley Christian Health Care Services Conti 2021-02-15
1611 SHELLY & SANDS, INC Sodinokibi (REvil) 2021-02-15
1612 UNIVERSAL ACCOUNTING SERVICES INC Avaddon 2021-02-15
1613 B Green Wholesale Conti 2021-02-16
1614 CovalentWorks DarkSide 2021-02-16
1615 DANAHER.COM CL0P 2021-02-16
1616 FownesBrothers DarkSide 2021-02-16
1617 J & B Distributing Co. Sodinokibi (REvil) 2021-02-16
1618 JFC International (Europe) Avaddon 2021-02-16
1619 Malcolm Drilling Company, Inc. Sodinokibi (REvil) 2021-02-16
1620 Meddi Laboratório Avaddon 2021-02-16
1621 MNA Media Conti 2021-02-16
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1622 Mullins Food Products Inc Avaddon 2021-02-16
1623 SINGTEL.COM CL0P 2021-02-16
1624 Syndiant Conti 2021-02-16
1625 The Capital Medical Center Avaddon 2021-02-16
1626 The International Society of Automation Conti 2021-02-16
1627 Tirrena Scavi Conti 2021-02-16
1628 Willdan Group Conti 2021-02-16
1629 D.M. BARONE SPA Sodinokibi (REvil) 2021-02-17
1630 IIS Produce Conti 2021-02-17
1631 PFF Group UK Conti 2021-02-17
1632 Southern Arkansas University Sodinokibi (REvil) 2021-02-17
1633 Total Fitness Conti 2021-02-17
1634 Home Hardware Stores DarkSide 2021-02-18
1635 RS Hughes Co Inc Sodinokibi (REvil) 2021-02-18
1636 www.argonind.biz Sodinokibi (REvil) 2021-02-18
1637 www.thinkcaspian.com Sodinokibi (REvil) 2021-02-18
1638 gyrodata.com DarkSide 2021-02-20
1639 GUESS DarkSide 2021-02-21
1640 ANA Global LLC DoppelPaymer 2021-02-22
1641 Carnegie Wave Energy Avaddon 2021-02-22
1642 Cuyahoga Metropolitan Housing Authority DoppelPaymer 2021-02-22
1643 Financial Debt Recovery Limited DoppelPaymer 2021-02-22
1644 Gershon Biegeleisen & Co Everest 2021-02-22
1645 Grand Power Systems Avaddon 2021-02-22
1646 Green Rubber-Kennedy AG DoppelPaymer 2021-02-22
1647 Hyndai Motor America + KIA DoppelPaymer 2021-02-22
1648 Jazzware. Inc. DoppelPaymer 2021-02-22
1649 MJS Packaging Inc Sodinokibi (REvil) 2021-02-22
1650 Nichicon Corporation Avaddon 2021-02-22
1651 Party Rental LTD Avaddon 2021-02-22
1652 Standley Systems Sodinokibi (REvil) 2021-02-22
1653 VERIHA TRUCKING INC Avaddon 2021-02-22
1654 BOMBARDIER.COM CL0P 2021-02-23
1655 CalAmp (NASDAQ: CAMP) RansomEXX 2021-02-23
1656 Stone Pigman Walther Wittmann, LLC DarkSide 2021-02-23
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1657 Wallin Hester, PLC Sodinokibi (REvil) 2021-02-23
1658 Wasserstorm Astro Team 2021-02-23
1659 Blue Projectc Inc Conti 2021-02-24
1660 CSAGROUP.ORG CL0P 2021-02-24
1661 Custom Made Meals Conti 2021-02-24
1662 DDSG Logistics Conti 2021-02-24
1663 Eurocontrol BABUK LOCKER 2021-02-24
1664 Florida Studio Theatre DoppelPaymer 2021-02-24
1665 Holly Poultry LLC Conti 2021-02-24
1666 J Rosenthal and Son Conti 2021-02-24
1667 Jacoby and Jacoby DarkSide 2021-02-24
1668 Lauzon Flooring Conti 2021-02-24
1669 mclellanindustries Conti 2021-02-24
1670 Mirion Technologies Inc. DarkSide 2021-02-24
1671 Morgan County DoppelPaymer 2021-02-24
1672 Nederlandse Organisatie voor Wetenschappelijk Onderzoek DoppelPaymer 2021-02-24
1673 Neil Kelly Conti 2021-02-24
1674 PartsBase Conti 2021-02-24
1675 Party Rental LTD Conti 2021-02-24
1676 PENTAIR.COM CL0P 2021-02-24
1677 Romero Gamero Conti 2021-02-24
1678 Schiller DuCanto and Fleck DarkSide 2021-02-24
1679 Seigniory Chemical Products Ltd DoppelPaymer 2021-02-24
1680 SKC Communications DoppelPaymer 2021-02-24
1681 United Capital Corp Conti 2021-02-24
1682 wasserstorm Mount Locker 2021-02-24
1683 White Glove Placement Conti 2021-02-24
1684 С.A.T. Inc Conti 2021-02-24
1685 Backus, Meyer & Branch, LLP Everest 2021-02-25
1686 CELL Foods Inc. Avaddon 2021-02-25
1687 dwmrlaw.com DarkSide 2021-02-25
1688 Greenberg & Stein New York City Personal Injury Lawyers Everest 2021-02-25
1689 Prefeitura Municipal de Saquarema Avaddon 2021-02-25
1690 PRP diagnostic imaging Suncrypt 2021-02-25
1691 STERIS.COM CL0P 2021-02-25
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1692 Bock and Hatch DarkSide 2021-02-26
1693 Ensinger Industries, Inc. DoppelPaymer 2021-02-26
1694 otrcapital Cuba 2021-02-26
1695 Ottawa, Kansas Cooperative Association Sodinokibi (REvil) 2021-02-26
1696 Press-Seal Gasket Corporation DoppelPaymer 2021-02-26
1697 Union Bank of Nigeria Sodinokibi (REvil) 2021-02-26
1698 PROSOLARTEC.de DarkSide 2021-02-27
1699 Bansley & Kiener Lorenz 2021-02-28
1700 Hannis T. Bourgeois Suncrypt 2021-02-28
1701 jpscu.com DarkSide 2021-02-28
1702 TPI CORP DarkSide 2021-02-28
1703 Amaroo Village Conti 2021-03-01
1704 CGG.COM CL0P 2021-03-01
1705 Clearfield County / North Central Broadband Survey Conti 2021-03-01
1706 KeyColour Dyesis Conti 2021-03-01
1707 Nienkamper Furniture & Accessories Inc Conti 2021-03-01
1708 TRANSPORT.NSW.GOV.AU CL0P 2021-03-01
1709 Area Diesel Service, Inc. Conti 2021-03-02
1710 Atlanta Allergy & Asthma Nefilim 2021-03-02
1711 Blazona Concrete Construction, Inc Sodinokibi (REvil) 2021-03-02
1712 Brownstein Rask LLP Sodinokibi (REvil) 2021-03-02
1713 CASHMAG Avaddon 2021-03-02
1714 Consortech Solutions Inc. Avaddon 2021-03-02
1715 CSX.COM CL0P 2021-03-02
1716 Dawson Wallace Everest 2021-03-02
1717 EximBank DarkSide 2021-03-02
1718 Grimmway Farms Nefilim 2021-03-02
1719 Reno & Zahm LLP Sodinokibi (REvil) 2021-03-02
1720 Spirit Airlines Nefilim 2021-03-02
1721 Vitro Nefilim 2021-03-02
1722 Affton School District Pysa 2021-03-03
1723 Lynch Automotive Inc. DoppelPaymer 2021-03-03
1724 Manutan International S.A. DoppelPaymer 2021-03-03
1725 QUALYS.COM CL0P 2021-03-03
1726 Soflog / GCA SUPPLY LOGISTICS DoppelPaymer 2021-03-03
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1727 Ajax TOCCO Conti 2021-03-04
1728 Applied Consultants INC Conti 2021-03-04
1729 Berger Levrault Conti 2021-03-04
1730 BVA Group Conti 2021-03-04
1731 CAMPBELLTRIALLAWYERS.COM CL0P 2021-03-04
1732 Christensen O Connor Johnson Kindness Conti 2021-03-04
1733 Contraste Lighting Conti 2021-03-04
1734 Doré Law Group P.C Avaddon 2021-03-04
1735 Execu Search Group Conti 2021-03-04
1736 H-E-B Center at Cedar Park Conti 2021-03-04
1737 Jacquet Metals Group Conti 2021-03-04
1738 Millersville University Pysa 2021-03-04
1739 Nenplas Company Conti 2021-03-04
1740 Omni Manufacturing, Inc. Avaddon 2021-03-04
1741 FUTURIMPLANTS Avaddon 2021-03-05
1742 PALIG.com Sodinokibi (REvil) 2021-03-06
1743 DAYTITLE LV 2021-03-07
1744 WINDSORSTAFF LV 2021-03-07
1745 Architectural Products of Virginia (apva.com) Sodinokibi (REvil) 2021-03-08
1746 FLAGSTAR.COM CL0P 2021-03-08
1747 Health Aid Of Ohio Conti 2021-03-08
1748 LivaNova PLC Conti 2021-03-08
1749 TRIGANO, EUROPE’S NUMBER ONE FOR TRAILERS Sodinokibi (REvil) 2021-03-08
1750 Banco Inmobiliario Mexicano Sodinokibi (REvil) 2021-03-09
1751 CIBA Insurance (The story about one Wanker) Sodinokibi (REvil) 2021-03-09
1752 Planning and Development Service of Kenton County / PDSKC DoppelPaymer 2021-03-09
1753 ANLEC R&D Avaddon 2021-03-10
1754 capmar Conti 2021-03-10
1755 KINZE.COM CL0P 2021-03-10
1756 La compagnie du SAV Avaddon 2021-03-10
1757 New England Finish Systems Conti 2021-03-10
1758 NOWFOODS.COM CL0P 2021-03-10
1759 SET Enterprises Inc Conti 2021-03-10
1760 SISCONT Avaddon 2021-03-10
1761 SUPREME Corporation Conti 2021-03-10
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1762 Telecable S.A Avaddon 2021-03-10
1763 WRIGHT.COM CL0P 2021-03-10
1764 Heritage Insurance BABUK LOCKER 2021-03-11
1765 Joy Cone Lorenz 2021-03-11
1766 MMOSER.COM CL0P 2021-03-11
1767 D.A. Blodgett St. John’s Conti 2021-03-12
1768 PayneFears DarkSide 2021-03-12
1769 Swift Real Estate Partners LLC - Finance, Hr, Statment, Internal Information, other.DarkSide 2021-03-12
1770 PetCare Insurance BABUK LOCKER 2021-03-13
1771 primehealthservices.com DarkSide 2021-03-13
1772 vgcargo.de DarkSide 2021-03-13
1773 LOWREY,POWELL,STEVENS & MANGUM P.C. LV 2021-03-14
1774 Abu Issa Holding LLC DarkSide 2021-03-15
1775 GEOTECH ENGINEERING & TESTING Astro Team 2021-03-15
1776 Geotech Engineering and Testing (GET) Mount Locker 2021-03-15
1777 Icon Parking Systems BABUK LOCKER 2021-03-15
1778 MERSEN Mount Locker 2021-03-15
1779 Mersen Group Astro Team 2021-03-15
1780 morgansteel.com BABUK LOCKER 2021-03-15
1781 TenAsys BABUK LOCKER 2021-03-15
1782 www.bau.kellhuber.com Ragnarok 2021-03-15
1783 Buddy Gregg RVs and Motor Homes Conti 2021-03-16
1784 Faxinating Solutions Conti 2021-03-16
1785 TRACEY FOX KING & WALTERS Conti 2021-03-16
1786 American Home Craft Inc DoppelPaymer 2021-03-17
1787 Autohaus Muhra DoppelPaymer 2021-03-17
1788 Azusa Police Department DoppelPaymer 2021-03-17
1789 Calcot, Ltd. DoppelPaymer 2021-03-17
1790 cockram Sodinokibi (REvil) 2021-03-17
1791 decarodoran.com DarkSide 2021-03-17
1792 EDAG.COM CL0P 2021-03-17
1793 Kens Foods Inc. DarkSide 2021-03-17
1794 SG World Conti 2021-03-17
1795 teknomast.it Ragnarok 2021-03-17
1796 Telmar Group Inc DoppelPaymer 2021-03-17
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1797 Wilson Insurance Conti 2021-03-17
1798 Acer Inc. Sodinokibi (REvil) 2021-03-18
1799 Corbally, Gartland and Rappleyea, LLP Sodinokibi (REvil) 2021-03-18
1800 cross city church Conti 2021-03-18
1801 McCabe & Ronsman Sodinokibi (REvil) 2021-03-18
1802 TOOLSTODAY LV 2021-03-18
1803 www.crj.org The Crime and Justice Institute Sodinokibi (REvil) 2021-03-18
1804 Zubi Advertising Conti 2021-03-18
1805 groupe-upperside Conti 2021-03-19
1806 Pertamina EP RansomEXX 2021-03-19
1807 VVUHSD.ORG LV 2021-03-19
1808 AlohaABA BABUK LOCKER 2021-03-20
1809 Leavitt Group DarkSide 2021-03-20
1810 AlohaABA Avaddon 2021-03-22
1811 BRIDGEWAY SENIOR HEALTHCARE Avaddon 2021-03-22
1812 Laboratorios SMA S.A.C Mount Locker 2021-03-22
1813 Laboratorios SMA S.A.C. Astro Team 2021-03-22
1814 SOVRIN PLASTICS LIMITED Avaddon 2021-03-22
1815 Zhuhai Languan Electronic Technology Co., Ltd Avaddon 2021-03-22
1816 Cascade Engineering Nefilim 2021-03-23
1817 COLORADO.EDU CL0P 2021-03-23
1818 Elliott Group Nefilim 2021-03-23
1819 Kens Foods Inc. LV 2021-03-23
1820 KUESTER LV 2021-03-23
1821 MIAMI.EDU CL0P 2021-03-23
1822 Milsoft Utility Solutions Inc Sodinokibi (REvil) 2021-03-23
1823 NAVIGANT.COM CL0P 2021-03-23
1824 PNCPA.COM CL0P 2021-03-23
1825 RACETRAC.COM CL0P 2021-03-23
1826 Schneider & Branch Avaddon 2021-03-23
1827 Summit Credit Union Sodinokibi (REvil) 2021-03-23
1828 TCG Processus BABUK LOCKER 2021-03-23
1829 The PDI Group BABUK LOCKER 2021-03-23
1830 Unitex Textile Rental Services. Teaser. Nefilim 2021-03-23
1831 merrittwoodwork.com Sodinokibi (REvil) 2021-03-24
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1832 Pitt Plastics LLC Conti 2021-03-24
1833 Quality Packaging, Inc. LV 2021-03-24
1834 spiritlakecasino.com DarkSide 2021-03-24
1835 Thomas Keating Conti 2021-03-24
1836 BIANCHI VENDING Avaddon 2021-03-25
1837 clinica_integral_de_emergencias_laura_daniela Conti 2021-03-25
1838 DeVincenzi Metal Products LV 2021-03-25
1839 Dicon Fiberoptics Inc Avaddon 2021-03-25
1840 Exedy Corporation Avaddon 2021-03-25
1841 Logixal Avaddon 2021-03-25
1842 surgecomponents.com DarkSide 2021-03-25
1843 tu-darmstadt Ragnarok 2021-03-25
1844 Xchange Telecom - Brooklyn, NY - Inc. Sodinokibi (REvil) 2021-03-25
1845 Broward Schools Conti 2021-03-26
1846 Certilman Balin Adler & Hyman DarkSide 2021-03-26
1847 City of Kingman Conti 2021-03-26
1848 ifso-asso Ragnarok 2021-03-26
1849 Me-Engineers DarkSide 2021-03-26
1850 Yposkesi BABUK LOCKER 2021-03-26
1851 combitras.com Ragnarok 2021-03-27
1852 kurth-glas Ragnarok 2021-03-27
1853 lungenzentrum-darmstadt Ragnarok 2021-03-27
1854 avaliasgr.com Ragnarok 2021-03-28
1855 Basque Center for Applied Mathematics-BCAM Avaddon 2021-03-28
1856 Coburn Supply Company , Inc. Avaddon 2021-03-28
1857 ECU Worldwide Mount Locker 2021-03-28
1858 EROWA LTD Avaddon 2021-03-28
1859 Maharashtra Industrial Development Corporation File Leaks 2021-03-28
1860 Mikro Trading Avaddon 2021-03-28
1861 Millwright Regional Council of Ontario Avaddon 2021-03-28
1862 proflora.it Ragnarok 2021-03-28
1863 Steel Art Signs Corp. Avaddon 2021-03-28
1864 Targetcom Avaddon 2021-03-28
1865 Airtech Advanced Materials Group Lorenz 2021-03-29
1866 Bases Conversion and Development Authority (BCDA) Lorenz 2021-03-29
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1867 Echo Group BABUK LOCKER 2021-03-29
1868 FE Moran Security Solutions Conti 2021-03-29
1869 MARNELLCOMPANIES.COM CL0P 2021-03-29
1870 Nachi America Inc. Mount Locker 2021-03-29
1871 Pitco BABUK LOCKER 2021-03-29
1872 Tygavac ltd. Lorenz 2021-03-29
1873 Astra Agro Lestari DoppelPaymer 2021-03-30
1874 F.lli Carteni SRL DoppelPaymer 2021-03-30
1875 GORON S.A. DoppelPaymer 2021-03-30
1876 JST Global, Acme-Hardesty DarkSide 2021-03-30
1877 MBA Group LTD Sodinokibi (REvil) 2021-03-30
1878 montagnettes.com Ragnarok 2021-03-30
1879 National Public Seating DoppelPaymer 2021-03-30
1880 residenzapaolovi.com Ragnarok 2021-03-30
1881 SHELL.COM CL0P 2021-03-30
1882 STANFORD.EDU CL0P 2021-03-30
1883 UMD.EDU CL0P 2021-03-30
1884 UNIVERSITYOFCALIFORNIA.EDU CL0P 2021-03-30
1885 WC Tractor LV 2021-03-30
1886 YU.EDU CL0P 2021-03-30
1887 boggi.com Ragnarok 2021-03-31
1888 Consiglio Nazionale del Notariato RansomEXX 2021-03-31
1889 Cuddy & Feder LLP DarkSide 2021-03-31
1890 DBMSC Steel Avaddon 2021-03-31
1891 Henry Brick LV 2021-03-31
1892 PRESTIGE MEDICAL GROUP Avaddon 2021-03-31
1893 Benetech, Inc. Sodinokibi (REvil) 2021-04-01
1894 CODIFER S.A.S Conti 2021-04-01
1895 Condor Ferries DarkSide 2021-04-01
1896 Law Offices of Brandon Sua & Associates Everest 2021-04-01
1897 NIPRO.COM CL0P 2021-04-01
1898 Wolfe Eye Clinic Lorenz 2021-04-01
1899 Gijima Holdings BABUK LOCKER 2021-04-02
1900 omnidecor.net Ragnarok 2021-04-02
1901 Prairie View A&M University Pysa 2021-04-02
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1902 tsfsportswear.com DarkSide 2021-04-02
1903 B.W. Wilson Paper Avaddon 2021-04-03
1904 bdhouse Avaddon 2021-04-03
1905 CERINNOV, UNIPESSOAL, LDA Avaddon 2021-04-03
1906 Maestri Murrell Commercial Real Estate Sodinokibi (REvil) 2021-04-03
1907 MITCHAM INDUSTRIES INC Avaddon 2021-04-03
1908 PSU Technology BABUK LOCKER 2021-04-03
1909 NorthWest , Insuranse Services Sodinokibi (REvil) 2021-04-04
1910 supabets.co.za DarkSide 2021-04-04
1911 Tristate Midstream Sodinokibi (REvil) 2021-04-04
1912 Briggs Corporation DoppelPaymer 2021-04-05
1913 Diversified Plastics Corporation DoppelPaymer 2021-04-05
1914 Gamma Spa DoppelPaymer 2021-04-05
1915 Hunt and Walsh DarkSide 2021-04-05
1916 Loma Systems - A Division of ITW DoppelPaymer 2021-04-05
1917 paslin.com DarkSide 2021-04-05
1918 Tata Steel GROUP Sodinokibi (REvil) 2021-04-05
1919 ginospa.com Ragnarok 2021-04-06
1920 Klenda Austerman LLC Conti 2021-04-06
1921 NEO DERM GROUP LTD Sodinokibi (REvil) 2021-04-06
1922 Titanium Industries Inc Conti 2021-04-06
1923 Varner & Brandt LLP Sodinokibi (REvil) 2021-04-06
1924 Curbell Inc. Astro Team 2021-04-07
1925 DURHAM.CA CL0P 2021-04-07
1926 Eduro Healthcare, LLC Astro Team 2021-04-07
1927 EMO Trans DoppelPaymer 2021-04-07
1928 FOODLAND.COM CL0P 2021-04-07
1929 londonmetric.com DarkSide 2021-04-07
1930 Pavages Maska Inc DoppelPaymer 2021-04-07
1931 PVR Cinemas DoppelPaymer 2021-04-07
1932 Rogers Engineering & Manufacturing Co., Inc. Astro Team 2021-04-07
1933 Seven Seas Nefilim 2021-04-07
1934 von Drehle Corporation Astro Team 2021-04-07
1935 Aldes Avaddon 2021-04-08
1936 ASBIS CZ, spol. s r.o. Avaddon 2021-04-08
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1937 Harris Federation Sodinokibi (REvil) 2021-04-08
1938 HealthCare Global Enterprises Ltd Avaddon 2021-04-08
1939 Indonesia Infrastructure Guarantee Fund Avaddon 2021-04-08
1940 Mevion Medical Systems Inc Avaddon 2021-04-08
1941 Active Business & Technology Avaddon 2021-04-09
1942 Cambridge Weight Plan Ltd Avaddon 2021-04-09
1943 Comfort Keepers Conti 2021-04-09
1944 Gorzynski Avaddon 2021-04-09
1945 Grupo Prilux Avaddon 2021-04-09
1946 hitec-ups.com DarkSide 2021-04-09
1947 Honeywell International Inc. Sodinokibi (REvil) 2021-04-09
1948 moba-automation Ragnarok 2021-04-09
1949 Município de Constância Avaddon 2021-04-09
1950 Rosco Manufactoring LV 2021-04-09
1951 TRAVELSTORE.COM CL0P 2021-04-09
1952 Ajuntament de Castelló RansomEXX 2021-04-10
1953 Baker & Taylor DarkSide 2021-04-10
1954 Cathar Games Avaddon 2021-04-10
1955 Heartland Automotive, LLC Sodinokibi (REvil) 2021-04-10
1956 MSPharma Avaddon 2021-04-10
1957 Vivida Assistans BABUK LOCKER 2021-04-10
1958 ALIZON Avaddon 2021-04-11
1959 BTU International, Inc. DarkSide 2021-04-11
1960 CJ Selecta S/A Avaddon 2021-04-11
1961 Fultz Maddox Dickens Sodinokibi (REvil) 2021-04-11
1962 Greatwide Truckload Avaddon 2021-04-11
1963 Hames Homes LLC Avaddon 2021-04-11
1964 Logansport Community School Corporation Pysa 2021-04-11
1965 Pierre Fabre Group Sodinokibi (REvil) 2021-04-12
1966 SIUMED.EDU CL0P 2021-04-12
1967 American Signal Corporation Marketo 2021-04-13
1968 C. Watkins Plumbing BABUK LOCKER 2021-04-13
1969 DIGroupArchitecture LV 2021-04-13
1970 DNS Toptech Lorenz 2021-04-13
1971 HOYA Corporation Astro Team 2021-04-13
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1972 Newbridge Securities Corporation Marketo 2021-04-13
1973 Vincle BABUK LOCKER 2021-04-13
1974 Animal Behavior College DoppelPaymer 2021-04-14
1975 apmmguntown.com LV 2021-04-14
1976 Campbell Sales and Service, Inc Everest 2021-04-14
1977 Centro Hospitalar de Setúbal Everest 2021-04-14
1978 Città di Caselle Torinese DoppelPaymer 2021-04-14
1979 Colorado River Indian Tribes DoppelPaymer 2021-04-14
1980 Comune di Brescia DoppelPaymer 2021-04-14
1981 Comune di Rho DoppelPaymer 2021-04-14
1982 FNBNWFL Ragnar_Locker 2021-04-14
1983 Houston Rockets BABUK LOCKER 2021-04-14
1984 Khalili Center DoppelPaymer 2021-04-14
1985 RHA Health Service Sodinokibi (REvil) 2021-04-14
1986 southernindustries.com DarkSide 2021-04-14
1987 Southwest KIA Astro Team 2021-04-14
1988 CAVENDERS Conti 2021-04-15
1989 Zambon Group SpA BABUK LOCKER 2021-04-15
1990 moura.com.br DarkSide 2021-04-16
1991 PLDevelopments LV 2021-04-16
1992 Phone House España BABUK LOCKER 2021-04-17
1993 Universal Group Inc. Sodinokibi (REvil) 2021-04-17
1994 [NASDAQ: DXYN] thedixiegroup.com DarkSide 2021-04-18
1995 boulos.com Sodinokibi (REvil) 2021-04-18
1996 Carpenter Co. Sodinokibi (REvil) 2021-04-18
1997 EMC, Electric Motor and Contracting Co., Inc Sodinokibi (REvil) 2021-04-18
1998 Fonds Finanz Sodinokibi (REvil) 2021-04-18
1999 Hensley Beverage Company Conti 2021-04-18
2000 Oré Peinture Sodinokibi (REvil) 2021-04-18
2001 PB Swiss Tools Sodinokibi (REvil) 2021-04-18
2002 Premi Beauty Industries Sodinokibi (REvil) 2021-04-18
2003 Thomas Concrete Group Sodinokibi (REvil) 2021-04-18
2004 ADUANAS Y SERVICIOS FORNESA SL Avaddon 2021-04-19
2005 Broward County Public Schools Conti 2021-04-19
2006 Call Assist Ltd Sodinokibi (REvil) 2021-04-19

https://twitter.com/darktracer_int
mailto:support@darktracer.com


Intelligence Report on Ransomware Gangs on the Darkweb

https://twitter.com/darktracer_int
support@darktracer.com

List of victim organizations(2,203) attacked by 
Ransomware gangs(34) released on the DarkWeb

No Victim Ransomware Gang Date

2007 Innovative Office Solutions LLC Avaddon 2021-04-19
2008 Lime Energy Marketo 2021-04-19
2009 Mankato Ford BABUK LOCKER 2021-04-19
2010 Marietton Développement BABUK LOCKER 2021-04-19
2011 MURPHYBATTISTA.COM CL0P 2021-04-19
2012 nexgenagency.com LV 2021-04-19
2013 Partit Nazzjonalista Avaddon 2021-04-19
2014 Presque Isle Police Department Avaddon 2021-04-19
2015 Protectim Security Services Avaddon 2021-04-19
2016 Union High School DoppelPaymer 2021-04-19
2017 CONSORZIO INNOVAZIONE ENERGETICA RINNOVABILE File Leaks 2021-04-20
2018 Infolog Spa File Leaks 2021-04-20
2019 IPSEN Conti 2021-04-20
2020 Lozano Smith LLP File Leaks 2021-04-20
2021 Quanta Computer INC. Sodinokibi (REvil) 2021-04-20
2022 Capmatic Conti 2021-04-21
2023 Illinois Attorney General DoppelPaymer 2021-04-21
2024 Apperton Conti 2021-04-22
2025 Bauder Roofing Solutions Conti 2021-04-22
2026 Bertucci Conti 2021-04-22
2027 Bertucci's Oven Pizza and Pasta Conti 2021-04-22
2028 Brown Strauss Steel Conti 2021-04-22
2029 C.E.E. Schisler Packaging Solutions Conti 2021-04-22
2030 Cairn Capital Conti 2021-04-22
2031 carolina-eastern.com DarkSide 2021-04-22
2032 Citizens Of Humanity Conti 2021-04-22
2033 Complete Automation Conti 2021-04-22
2034 CREST Hotel & Suites Astro Team 2021-04-22
2035 Department of Agriculture Everest 2021-04-22
2036 DirickX Conti 2021-04-22
2037 Edifice General Contractors Conti 2021-04-22
2038 Filtertek Conti 2021-04-22
2039 Flaghouse Conti 2021-04-22
2040 Ford Meter Box Conti 2021-04-22
2041 HumanWare Conti 2021-04-22
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2042 HW Fisher Conti 2021-04-22
2043 Interfel Corp Conti 2021-04-22
2044 Kaleidoscope Charter School Conti 2021-04-22
2045 LUVATA.COM LV 2021-04-22
2046 Matco-Norca Conti 2021-04-22
2047 OpTech Staffing Solutions Conti 2021-04-22
2048 Options Greathire Ltd Conti 2021-04-22
2049 Pezzutto Group Astro Team 2021-04-22
2050 Plimpton and Hills Corp Conti 2021-04-22
2051 PNGC Power Conti 2021-04-22
2052 Precision Terminal Logistics Conti 2021-04-22
2053 Readie Construction Ltd Conti 2021-04-22
2054 Saddlemen LV 2021-04-22
2055 SCHIFF (http://www.cgschifflaws.com) LV 2021-04-22
2056 StoneGate Senior Living Astro Team 2021-04-22
2057 The Village Vets Conti 2021-04-22
2058 Valley Transportation Authority Astro Team 2021-04-22
2059 aspire inc Conti 2021-04-23
2060 BOUTINEXPRESS.COM CL0P 2021-04-23
2061 Federal land inc. Everest 2021-04-23
2062 Profastening LV 2021-04-23
2063 Smile Brands DarkSide 2021-04-23
2064 SpecPage Conti 2021-04-23
2065 CNE Avaddon 2021-04-24
2066 MUNICIPIO DE QUATRO BARRAS Avaddon 2021-04-24
2067 Newcomb Secondary College Avaddon 2021-04-24
2068 OLOMOUC Avaddon 2021-04-24
2069 UNIONE DEI COLLI DIVINI NEL CUORE DEL MONFERRATO Avaddon 2021-04-24
2070 COMUNE DI VILLAFRANCA D'ASTI Avaddon 2021-04-25
2071 DT Engineering BABUK LOCKER 2021-04-25
2072 Harold Marcus Ltd. Sodinokibi (REvil) 2021-04-25
2073 Absolute Dental Marketo 2021-04-26
2074 All Star Automotive DoppelPaymer 2021-04-26
2075 Braman Motorcars Marketo 2021-04-26
2076 Cosmetica Laboratories BABUK LOCKER 2021-04-26
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2077 govnet of fiji Sodinokibi (REvil) 2021-04-26
2078 Habia Cable Sodinokibi (REvil) 2021-04-26
2079 Iron Orbit Inc. and Clients DoppelPaymer 2021-04-26
2080 Komatsu Ltd Marketo 2021-04-26
2081 Matratzen Concord GmbH DoppelPaymer 2021-04-26
2082 McCurley Integrity Dealerships DoppelPaymer 2021-04-26
2083 Metropolitan Police Department DC BABUK LOCKER 2021-04-26
2084 mipharm.it Sodinokibi (REvil) 2021-04-26
2085 NewsRx Marketo 2021-04-26
2086 Nobiskrug RansomEXX 2021-04-26
2087 Pocket Money Marketo 2021-04-26
2088 ReklamStore Marketo 2021-04-26
2089 Siemens Gamesa Renewable Energy Marketo 2021-04-26
2090 SOUTHERN ASPHALT Sodinokibi (REvil) 2021-04-26
2091 UPL (United Phosphorus Limited) Marketo 2021-04-26
2092 www.schnepsmedia.com LV 2021-04-26
2093 Farrells Avaddon 2021-04-27
2094 Kajima corp Sodinokibi (REvil) 2021-04-27
2095 Primrose School at Bridgewater LV 2021-04-27
2096 reorev.fr LV 2021-04-27
2097 Treehouse hotels Sodinokibi (REvil) 2021-04-27
2098 matthewclark.co.uk LV 2021-04-28
2099 whistler.ca Noname 2021-04-28
2100 Carlisle Companies Inc Avaddon 2021-04-29
2101 Construct Avaddon 2021-04-29
2102 Diacom Avaddon 2021-04-29
2103 LG Vina Chemical Avaddon 2021-04-29
2104 MEDUNA vakuová kalírna s.r.o Avaddon 2021-04-29
2105 NAVNIT GROUP XING LOCKER 2021-04-29
2106 Pezzuto Group XING LOCKER 2021-04-29
2107 SC TECHNOSEAL SERVICES SRL Avaddon 2021-04-29
2108 Schepisi Communications Avaddon 2021-04-29
2109 TRACTOR CENTRAL Conti 2021-04-29
2110 JHK Legal Sodinokibi (REvil) 2021-04-30
2111 https://galoninsurance.ca/ Sodinokibi (REvil) 2021-05-01
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2112 Amfine Chemical Corporation Sodinokibi (REvil) 2021-05-02
2113 HM Israel N3tw0rm 2021-05-02
2114 Veritas Logistics LTD N3tw0rm 2021-05-02
2115 ASARCO LLC Sodinokibi (REvil) 2021-05-03
2116 KEYENCE DEUTSCHLAND GmbH Sodinokibi (REvil) 2021-05-03
2117 Lydall Inc. Sodinokibi (REvil) 2021-05-03
2118 Procuradoria Geral da Fazenda Nacional Everest 2021-05-03
2119 RFF.ORG CL0P 2021-05-03
2120 Travers Tool Co Inc Conti 2021-05-03
2121 Cinov Federation Avaddon 2021-05-04
2122 Cocal Avaddon 2021-05-04
2123 Ecolog Engineering Ltd N3tw0rm 2021-05-04
2124 EUROMAIS - PEÇAS E PNEUS, LDA Avaddon 2021-05-04
2125 FCI Constructors BABUK LOCKER 2021-05-04
2126 Glasbau Wiedemann GmbH Avaddon 2021-05-04
2127 Medland Metropolis Avaddon 2021-05-04
2128 NSW Labor Avaddon 2021-05-04
2129 Officine Piccini S.p.A Avaddon 2021-05-04
2130 Simon Peragine Smith & Redfearn BABUK LOCKER 2021-05-04
2131 SPINE & DISC Avaddon 2021-05-04
2132 The Municipal Court of Princeton, West Virginia Marketo 2021-05-04
2133 I&H Brown DarkSide 2021-05-05
2134 MISSION IMPRINTABLES Conti 2021-05-05
2135 PCH International Conti 2021-05-05
2136 Peter Müller GARTENGESTALTUNG GmbH Sodinokibi (REvil) 2021-05-05
2137 SGS-LAW.COM CL0P 2021-05-05
2138 TAIWAN SURFACE MOUNTING TECHNOLOGY CORP. Avaddon 2021-05-05
2139 Wizie Conti 2021-05-05
2140 AUROBINDO.COM CL0P 2021-05-06
2141 Berkshire Hathaway Automotive DoppelPaymer 2021-05-06
2142 Bridgelux, Inc. XING LOCKER 2021-05-06
2143 Charlie Clark Nissan Brownsville DoppelPaymer 2021-05-06
2144 GlobeMed Saudi XING LOCKER 2021-05-06
2145 InTown Suites Astro Team 2021-05-06
2146 Lile Relocation Services DoppelPaymer 2021-05-06
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2147 Thackray Williams LLP Solicitors Sodinokibi (REvil) 2021-05-06
2148 Washoe Tribe XING LOCKER 2021-05-06
2149 michaelsautomotivegroup.com LV 2021-05-07
2150 servicetoolandplastics.com LV 2021-05-07
2151 The Wasserstrom Company Marketo 2021-05-07
2152 YAMABIKO BABUK LOCKER 2021-05-07
2153 Proctor Financial Noname 2021-05-08
2154 Samvardhana Motherson Peguform (smp-automotive.com) RansomEXX 2021-05-08
2155 Imperial Western Products Marketo 2021-05-09
2156 The Centennial School District BABUK LOCKER 2021-05-10
2157 UTILITYTRAILER.COM CL0P 2021-05-10
2158 All American Asphalt DarkSide 2021-05-11
2159 Carlisle Companies BABUK LOCKER 2021-05-11
2160 Challenge Manufacturing Company Lorenz 2021-05-11
2161 Gulfeagle Supply XING LOCKER 2021-05-11
2162 HELI-UNION DarkSide 2021-05-11
2163 imagetec.com DarkSide 2021-05-11
2164 Irving Materials, Inc. DarkSide 2021-05-11
2165 Unitex Textile Rental Services BABUK LOCKER 2021-05-11
2166 valvitalia.com DarkSide 2021-05-11
2167 ACER FINANCE Avaddon 2021-05-12
2168 Bio Botanica, Inc File Leaks 2021-05-12
2169 Coindu Avaddon 2021-05-12
2170 DOCTUM PHARMACEUTICAL Κ. T. YIOKARIS & CO S.A. Avaddon 2021-05-12
2171 Henry Oil & Gas Avaddon 2021-05-12
2172 Marine Bank & Trust Ragnar_Locker 2021-05-12
2173 NIJMAN / ZEETANK International Transport Sp. z o. o. Avaddon 2021-05-12
2174 PT Angkasa Pura I Avaddon 2021-05-12
2175 ULTRACEUTICALS PTY LIMITED Avaddon 2021-05-12
2176 Altar'd State BABUK LOCKER 2021-05-13
2177 Apex America Sodinokibi (REvil) 2021-05-13
2178 Bee County Texas Conti 2021-05-13
2179 Cambiaso Risso Shipping Agency Srl BABUK LOCKER 2021-05-13
2180 Desert Plastering LLC XING LOCKER 2021-05-13
2181 GDS Gesellschaft für Datenverarbeitungssysteme Sodinokibi (REvil) 2021-05-13
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2182 https://airespring.com Noname 2021-05-13
2183 Letton Percival Avaddon 2021-05-13
2184 Phoenix Mecano BABUK LOCKER 2021-05-13
2185 SL Corporation Avaddon 2021-05-13
2186 toshiba.fr DarkSide 2021-05-13
2187 Allen, Dyer, Doppelt, & Gilchrist, P.A. Sodinokibi (REvil) 2021-05-14
2188 CBN Logistic XING LOCKER 2021-05-14
2189 Daihatsu Diesel Mfg. Co LV 2021-05-14
2190 LineStar XING LOCKER 2021-05-14
2191 RAB Lighting BABUK LOCKER 2021-05-14
2192 Solen A.S XING LOCKER 2021-05-14
2193 Tasman Butchers Conti 2021-05-14
2194 Townsend Lumber, Inc File Leaks 2021-05-14
2195 AXA Group Avaddon 2021-05-15
2196 Betenbough Homes Sodinokibi (REvil) 2021-05-15
2197 CEC Vibration Products Sodinokibi (REvil) 2021-05-15
2198 EVGA Avaddon 2021-05-15
2199 Vistex Avaddon 2021-05-15
2200 Harbor Network Marketo 2021-05-16
2201 T&T Supermarkets Marketo 2021-05-16
2202 Wallace & Carey RansomEXX 2021-05-16
2203 Intermountain Farmers Association - IFA COUNTRY STORES Conti 2021-05-17
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